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Chapter 1. What is This Guide about / Goals

This guide is the result of the JGuard Team’s efforts in order to create a guide easy for beginners to
follow and understand the way JGuard works, and, at the end, have a very basic Application secured
by JGuard.

This guide is based on JGuard's Version 1.0.2

Goals of this Document:

» Point what is needed in order to secure an application using JGuard
» Explain how JGuard’s flow is build based on the config files

To build the app, it was needed:

* JGuard 1.0.2

« Maven2.0.5

* SunJavaJDK 1.6.5 (revision 11)

* Eclipse 3.2 M20070212-1330 and latest WTP avaliable from update site
¢ Apache Tomcat version 5.5.20

¢ Apache Strutsversion 1.3.5

o Jakarta-Taglibs Standard-1.1 version 1.1.2

For any information regarding JGuard, please see http://www.jguard.net/ and the foruns at https.//
sourceforge.net/projects/jguard

Remarks:

if you use maven to build your project, you will not have to add the libs in the project for yourself,
because maven will do it for you and will also include the dependencies’s depedencies, so, it’samuch
more confortable and easy way to do it. In order to build the app using maven, use " mvn -e -0 clean
package" . Itwill build your packageinthe offlineway. If you need to check for updateswhile building,
use "mvn -e -U clean package" instead. If you got a'BUILD SUCCESSFULL' message, check for
the .war at target dir.




Chapter 2. The Project

In this Chapter we will build, step by step, an Dynamic Web Project using WTP.

= New Project

Select a wizard

Create a Dynamic Web project

Wizards:
type filter text

& Java Project from Existing Ant Buildfile [ﬂ
‘_{pﬁ- Plug-in Project
(= General
= cvs
(= Edlipse Modeling Framework
= EB
(= 12EE
= Java
(= Plug-n Development
- Web
(% Dynamic Web Project
@ static web Project
[~ Exampoles

B |

Figure 2.1. Step 1. Creating the Dynamic Web Project

Y N . | —

=~ New Dynamic Web Project

Dynamic Web Project —

Create a standalone Dynamic Web project or add it to a new or existing Enterprise Application. | @
S

Project name: | Basic 1|

Project contents:
Use default

Directory:

Target Runtime

|Apad1eT0mcatv5.5 M [New... ]

Configurations

| <custom:z M

Hint: Get started quickly by selecting one of the pre-defined project configurations.

EAR. Membership

EAR Frajeck Mame:

@ < Back ][ Next > H Finish H Cancel ]

Figure 2.2. Step 2: Choosing the Project’s Name and Target Runtime

Give the Project a name (suggestion: '‘Basicl’) and then click 'Next >'
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= New Dynamic Web Project
Project Facets >
Enables the praject to be deployed as a dynamic web module. \\)
Configurations: |<cush0m> [v] [ Save ]
Project Facet ersion

S) Dynamic Web Module 2.4..

F& sava 5.0...

[ El webDodet (¥Doclet) 1.2.3...

<< Show Runtimes

@ < Back ” Mext > l [ Finish ] [ Cancel

Figure 2.3. Step 3: Configurations

Just click 'Next >'

= New Dynamic Web Project

Web Module o @
Configure web module settings.

s

Context Root:
Basicl
Content Directory:
srcfmain fwebapp
Java Source Directory:

srefmain fiava

=)

[ Finish |[ Cancel

Figure 2.4. Step 4: Setting Java Sour ce Directory

One note about this last step: As Maven 2 will be our officia building tool, we changed Java Source
Directory from src to src/main/java, in order to be complient about Maven 2 source structure. Check
out http://jguard.xwiki.com/xwiki/bin/view/doc/devEclipse if you have doubts.

Click 'Finisn'
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=
-

Web Module

Configure web module settings.

(o

Context Root:
Basicl
Content Directory:
srcfmain fwebapp
Java Source Directory:

srcfmain fiava

= Open Associated Perspective?

92 This kind of project is associated with the J2EE perspective. Do you want to
\h‘_/ open this perspective now?

[Iremember my dedsion

=)

Finish l [ Cancel

Figure 2.5. After Finished

If it is the first time you have created a project like this, you will be asked if you want to open the
J2EE perspective, wich is a persona choice.

After the Dynamic Web Project was created, we should create the structure wich will hold the files
and config we will use.

* inside WEB-INF create afolder named conf

 inside WEB-INF/conf create three folders: jGuard, struts and tld
The Folder Structure should look like this:

[% package Explorer £ | Hierarchy =08
<§> b

fiava
+ B}, JRE System Library [jre1.5.0]
+-E8h Apache Tomcat v5.5 [Apache Tomcat v5. 5]
(= build
== src
== main
=== webapp
#-[=- META-INF
== WEB-INF
== conf
= jGuard
= struts
= tid
= lib
X| web.xml

Figure 2.6. Folder Structurefor Basic 1

First of al, we should create and run out build script, thisway, the libswewill need will be downloaded
by Maven 2 in case it was not downloaded yet. Save the file below as pom.xml in the project root dir
(the dir where is .project and .classpath - usualy workspace/projectname).

<project xm ns="http://maven. apache. or g/ POM 4. 0. 0"
xm ns: xsi ="http://wwmw. w3. or g/ 2001/ XM_Schena- i nst ance"
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xsi : schemaLocati on="http://maven. apache. org/ POM 4. 0. 0 http:// maven. apache. or g/ maven-
v4_0_0.xsd">

<nmodel Ver si on>4. 0. 0</ nodel Ver si on>

<gr oupl d>net . sf . j guar d</ gr oupl d>

<artifactl|d>j guard-exanpl e-basicl</artifactld>

<versi on>1. 0. 2</ ver si on>

<packagi ng>war </ packagi ng>

<nanme>j Guard Basi c-1 Exanpl e</ nane>

<url >http://jguard. net</url>

<dependenci es>

<l-- jee lib, use provided appserver lib at runtine -->
<dependency>
<gr oupl d>j avax. servl et </ groupl d>
<artifactld>servlet-api</artifactld>
<ver si on>2. 3</ ver si on>
<scope>pr ovi ded</ scope>

</ dependency>

<l-- struts core -->

<dependency>
<gr oupl d>or g. apache. st rut s</ gr oupl d>
<artifactld>struts-core</artifactld>
<versi on>1. 3. 5</ ver si on>

</ dependency>

<l-- struts extras (ForwardAction) -->
<dependency>
<gr oupl d>or g. apache. st rut s</ gr oupl d>
<artifactld>struts-extras</artifactld>
<versi on>1. 3. 5</ ver si on>

</ dependency>

<l-- struts taglib -->

<dependency>
<gr oupl d>or g. apache. st rut s</ gr oupl d>
<artifactld>struts-taglib</artifactld>
<versi on>1. 3. 5</ ver si on>

</ dependency>

<!-- JSTL standard -->

<dependency>
<gr oupl d>t agl i bs</ gr oupl d>
<artifactld>standard</artifactld>
<versi on>1. 1. 2</ ver si on>

</ dependency>

<!-- J@uard core -->

<dependency>
<gr oupl d>net . sf.j guar d</ gr oupl d>
<artifactld>jguard-core</artifactld>
<versi on>1. 0. 2</ ver si on>

</ dependency>

<!-- JG@uard extensions -->

<dependency>
<gr oupl d>net . sf.j guar d</ gr oupl d>
<artifactld>jguard-ext</artifactld>
<versi on>1. 0. 2</ ver si on>

</ dependency>

<!-- J@uard extensions for Java 1.5 -->
<dependency>
<gr oupl d>net . sf.j guar d</ gr oupl d>
<artifactld>j guard-ext-java-5</artifactld>
<versi on>1. 0. 2</ ver si on>

</ dependency>

<l-- JG@uard JEE extensions -->
<dependency>
<gr oupl d>net . sf. j guar d</ gr oupl d>
<artifactld>jguard-jee</artifactld>
<versi on>1. 0. 2</ ver si on>

</ dependency>

<l-- JGuard JEE extras -->

<dependency>
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<gr oupl d>net . sf . j guar d</ gr oupl d>
<artifactld>j guard-jee-extras</artifactld>
<versi on>1. 0. 2</ ver si on>
</ dependency>
</ dependenci es>
<bui | d>
<pl ugins />
</ bui | d>
</ pr oj ect >

after save thefile, execute mvn -e -U clean install

if after Maven 2 ran you got the message BUILD SUCCESSFULL, everything went OK, else, ook at
the Maven 2 configuration page in order to seeif you ve missed something in your setup.

[INFQ

[INFO BU LD SUCCESSFUL

[INFQ

[INFQ Total tine: 23 seconds

[INFQ Finished at: Tue Mar 27 22:59:41 BRT 2007
[INFQ Final Menory: 6M 12M

[INFQ

After that, all libraries we will use will be avaliable from M2_REPO, now we are going to add them

to the app classpath.
Y
i -
type filter text Java Build Path L=
Info —
Beanlnfo,2ath [ Source | [ Projects | B Libraries | % Order and Export
Buiders | 2 New Variable Classpath Entry @
J2EE Mo =
Java Buil| Select variables to add to build path: =
+- Java Co
- Java Col [Z=-ECLIPSE_HOME - C:\DesenvolvimentoJava\IDEs\WTP nal JARs...
Javadac # JRE_LIB - C:\DesenvolvimentolJava DK jre 1. 5.0Yib\rt. jar E
18P Frag| | & JRE_SRC - (empty)
Profile ci| | £ IRE_SRCROOT - (empty) —
Project (£ JUNIT_HOME - C:\Desenvalvimento\Java\IDEs WTP\plugins\org.junit_3
Project f| | 5 JUNIT_SRC_HOME - C:\DesenvolvimentoJava\IDEs\WTPplugins\org. e F Folder...
Server [Z+M2_REPOQ - C:\Documents and Settings\Inacdio\,m2'yepository
Targete:
Task Tag| | € >
Validatio
Wweh Cor| | Configure Variables...
Web Proj
+- XDodet
4 >
@ QK ] [ Cancel

Figure 2.7. Adding libsto classpath

AsM2_REPO isadirectory, Eclipse will ask to extend M2_REPO so we can add what we really want

to add. Extend and search for these libs:

* M2 _REPO/net/sf/jguard/jguard-core/1.0.2/jguard-core-1.0.2.jar

* M2 REPO/net/sf/jguard/jguard-ext/1.0.2/jguard-ext-1.0.2.jar

¢ M2 _REPO/net/sf/jguard/jguard-ext-java-5/1.0.2/jguard-ext-java-5-1.0.2.jar




The Project

M2_REPO/net/sf/jguard/jguard-jee/1.0.2/jguard-jee-1.0.2.jar

M2_REPO/org/apache/struts/struts-core/1.3.5/struts-core-1.3.5.jar

M2_REPO/taglibs/standard/1.1.2/standard-1.1.2.jar

After added, it should look like this:

M2_REPO/net/sf/jguard/jguard-jee-extras/1.0.2/jguard-jee-extras-1.0.2.jar

~ Properties for Basic1

EX

type filter text] Java Build Path
Info - PR
Beanlnfo Path [ Source | = Projects | B Libraries | % Order and Export
Builders 14Rs and dass folders on the build path:

J2EE Module Dependenc
Java Build Path

#- Java Code Style

[+ Java Compiler

+- @ M2_REPO net/sf{jguard figuard-core/1.0.2jguard-core-1.0. 2.jar - C:\Documents and Setti
+- @ M2_REPQ/net/sffjguard figuard-ext/1.0. 2fjguard-ext-1.0.2.jar - C:\Documents and Setting
+- @ M2_REPO/net/sffjguard figuard-ext-java-5/1.0. 2figuard-ext-java-5-1.0. 2.jar - C:\Docume:
Javadoc Location +- @ M2_REPO/net/sffjguard figuard-jee/1.0, 2figuard-jee-1.0. 2.jar - C:\Documents and Setting
5P Fragment +- @ M2_REPO/net/sffjguard figuard-jee-extras,/1.0.2/joguard-jee-extras-1.0.2.jar - C:\Documer,
Prafile Compliance and Vi i+~ @ M2_REPO/org/apache/struts/struts-core/1. 3, 5/struts-core-1,3.5.jar - C:\Documents and 5

¥

i

+

i

Project Facets @ M2_REPO/taglibs/standard/1. 1. 2/standard-1. 1. 2.jar - C:\Documents and Settings\Inaciol.l
Project References [+ B, Apache Tomcat v5.5 [Apache Tomcat v5.5]

Server B JRE System Library [irel.5.0]

Targeted Runtimes [#-@) Web App Libraries

Task Tags

Validation

Web Content Settings
Web Project Settings
[#- ¥Dodet

Ok l [ Cancel

Figure 2.8. Adding libsto classpath

Before we can start writing our .jsps, we will, at first, copy the .tlds files.

From standard-1.1.2.jarl/META-INF, copy c.tld to src/main/webapp/WEB-

From struts-taglib-1.3.5.jarl/META-INF/tld, copy struts-html.tld to src/main/webapp/WEB-INF/

config/tid

Now, we are going to create the .jsp files we will use.

Fist of al, wewill write our index.jsp file, wich will only redirect the user to the login form (usualy,
every system requires that the user gets identified before anything else). Place this file at src/main/

webapp/

INF/config/tld

<%/ *

* index.jsp

* This page will redirect the user to the |ogin page.
*/

%>

<%@aglib uri="http://java.sun.conm jstl/core" prefix="c" %
<c:redirect url="/Logi nForm do"/>
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Now, let"swrite our login form.

In order to do that, create afolder called jsp in src/main/webapp/WEB-INF

<% /*

* | ogi nForm j sp

* This page will get the login and password info, and will send it
* to LogonProcess.

*/

%

<v@taglib prefix="htm" uri="http://struts.apache.org/tags-htm" %

<ht m >
<head>
<title>Authentication</title>
</ head>
<body>
<htm : form acti on="/LogonProcess" net hod="post">
<l abel for="1ogin">Logi n</|abel >
<htm :text property="login" maxl ength="20" size="30" styleld="login" tabindex="1" />
<p>
<l abel for="1o0gin">Password</| abel >
<ht m : password property="password" naxl engt h="20" size="30" styleld="Iogin"
t abi ndex="2" />
<p>
<htm : subm t tabindex="3" />
<htnm : reset tabi ndex="4" />
</htm :forne
</ body>
</htm >

Now, we will create ajsp in case authentication was successfull, so, the user will be autheticated and
will be able fo unauthenticate.

<% /*

* autenticated.jsp

* This page will show the nessage and |l et the user get unathenticated.
*/

%

<U@taglib prefix="htm" uri="http://struts.apache.org/tags-htm" %

you are authenticated. You may <htm :link forward="/LogOff" />.

After thefiles were created, we are going now to create the struts-config.xml file, wich will be located
in src/mai nfwebapp/conf/struts

<I DOCTYPE struts-config
PUBLI C "-// Apache Software Foundation//DTD Struts Configuration 1.2//EN
"http://struts. apache. org/dtds/struts-config_1_2.dtd">

<struts-config>
<f orm beans>
<f orm bean name="I| ogi nFor i’ type="org. apache. struts. acti on. DynaActi onFor ni' >
<form property name="login" type="java.lang. String" />
<form property nane="password" type="java.lang.String" />
</ form bean>
</ f orm beans>

<act i on- mappi ngs>
<action path="/Logi nForni' name="1|ogi nFor ni
type="org. apache. struts. acti ons. Forwar dActi on" paraneter="/WEB-|NF/jsp/
| ogi nForm j sp" />
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<action pat h="/LogonProcess"
type="org. apache. struts. acti ons. Forwar dActi on" paraneter="/WEB-| NF/ j sp/
aut henti cated. jsp" />
<action path="/LogOf f"
type="org. apache. struts. acti ons. Forwar dActi on" paraneter="/index.jsp" />
</ acti on- mappi ngs>
</struts-config>

After that, wewill add struts-config.xml to our web.xml in order to have a struts-based web application.
So, now, our web.xml sould look like this:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<web- app id="WebApp_| D' version="2.4"
xm ns="http://java. sun.com xm / ns/j 2ee"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance"
xsi : schemaLocation="http://java. sun.com xm / ns/j 2ee
http://java. sun. com xm / ns/j 2ee/ web- app_2_4. xsd" >

<di spl ay- nanme>Basi c1</ di spl ay- name>
<descri ption>Provi des a very basi c webapp secured with jGuard</description>

<servl et >

<servl et - nanme>act i on</ servl et - name>
<servl et -cl ass>org. apache. struts. action. Acti onServl et </ servl et-cl ass>
<init-paranp

<par am nane>conf i g</ par am nanme>

<par am val ue>/ WEB- | NF/ conf/struts/struts-config.xm </ param val ue>
</init-paranp
<init-paranr

<par am nane>| ocal e</ par am nane>

<par am val ue>f al se</ par am val ue>
</init-paranr
<i nit-parane

<par am nane>debug</ par am nane>

<par am val ue>2</ par am val ue>
</init-paranr
<init-paranp

<par am nane>det ai | </ par am nanme>

<par am val ue>2</ par am val ue>
</init-paranp
<i nit-paranr

<par am nane>convert Nul | </ par am nane>

<par am val ue>t r ue</ par am val ue>
</init-paran>
<l oad- on- st art up>1</1| oad-on-start up>

</ servl et >

<servl et - mappi ng>
<servl et - nane>act i on</ servl et - nane>
<url - pattern>*.do</url -pattern>

</ servl et - mappi ng>

<wel conme-file-list>
<wel conme-fil e>i ndex. j sp</wel cone-fil e>

</wel cone-file-list>

</ web- app>

Now we have abasic not secured yet app. So, it"stime to build and deploy it, and seeif it works as
anormal app. So, let"s build it again.

If you got a build successfull message from mvn, you've got it, build was OK. Y ou can deploy it and
test it.
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Now, that we have abasic app, it’s time to make it secure.

The basic flow is. when you access the application, it will forward you to /LoginForm.do, wich isthe
URI that presents the form that will collect the data wich JGuard will use in order to solve how stryin
" to get authenticated and, if that was successfull or failed.

<<PICTURE OF THE FLOW HERE?>>
In order to have JGuard working, we just need to configure five xml files and add just basic context

information on our web.xml file.

Thisfileisthe src/main/webapp/WEB-INF/conf/jGuar d/jGuar dFilter .xml. Remember to copy the
jGuardFilter_1.00.dtd file.

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<! DOCTYPE configuration SYSTEM "j GuardFilter_1.00.dtd">
<confi guration>

<filter>
<l--
Index uri of your web application.
This is the URI where JGuard will redirect the user case authentication succeed.
oD
<i ndexURI >/ VEEB- | NF/ j sp/ aut hent i cat ed. j sp</i ndexURI >
<l-- Uri when the user authentication failed. -->
<aut henti cati onFai | edURI >/ Aut henti cati onFai | ed. do</ aut henti cati onFai | edURI >
<l--

Ui to access to the authentication form
A Submit fromthis URI (logonURI) to | ogonProcessURI neans to JGuard that
it is an authentication cycle.

-->
<l ogonURI >/ Logon. do</ | ogonURI >
<l-- uri to be authenticated. The action property of the authentication form MJUST NOT
be set to j_security_check. -->
<l ogonPr ocessURI >/ LogonPr ocess. do</ | ogonPr ocessURI >
<I-- uri related to register a user. not used by this exanple -->

<regi ster URl ></regi ster URl >
<regi st er ProcessURI ></regi st er ProcessURIl >

<l-- uri to to be unauthenticated -->
<l ogof f URl >/ LogOX f . do</ | ogof f URI >
<l-- uri when access to a ressource is denied, ie. user doesn’t have access -->

<accessDeni edURI >/ AccessDeni ed. do</ accessDeni edURI >
<aut hScheme>FORM</ aut hSchene>
<l-- these nanes nust be the sanme of the LogonURI “s | ogin and password fields. Renenber
the names in bold? -->
<l ogi nFi el d>l ogi n</| ogi nFi el d>
<passwor dFi el d>passwor d</ passwor dFi el d>
<goTolLast AccessDeni edUri OnSuccess>t rue</ goToLast AccessDeni edUri OnSuccess>
</filter>
</ configuration>

This file is the src/main/webapp/W EB-I NF/conf/j Guar d/j Guar dAuthentication.xml. Remember
to copy the jGuardAuthentication_1.00.dtd file.

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<! DOCTYPE configurati on SYSTEM "j Guar dAut henti cati on_1. 00. dtd">

10
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<confi guration>
<aut henti cati on>

<l-- 'local' or '"jvm -->
<scope>| ocal </ scope>
<!-- boolean option('true' or 'false'), to activate the authorizati on debug node -->

<debug>t r ue</ debug>
<i ncl uded dConfi g>f al se</i ncl uded dConfi g>
<l-- java.security.auth.login.config -->
<i ncl udeConf i gFr omlavaPar anf al se</ i ncl udeConf i gFr omlavaPar an>
<i ncl udePol i cyFr omJavaPar an>f al se</ i ncl udePol i cyFr omJavaPar anm>
<I'-- <digest Al gorithnmM®5</digestAl gorithm -->
<I-- <sal t >qsd846sdg6ds4</salt> -->
<aut henti cat i onManager >
net.sf.jguard. ext. aut henti cati on. manager. Xn Aut hent i cati onManager
</ aut henti cati onManager >
<aut henti cat i onManager Opti ons>
<option>
<name>aut henti cati onXm Fi | eLocat i on</ name>
<val ue>WEB- | NF/ conf/j Guar d/ j Guar dUser sPri nci pal s. xm </ val ue>
</ opti on>
</ aut henti cati onManager Opti ons>
<l ogi nModul es>
<!-- specify which | ogi nMbdul es are used for authentication. -->
<l ogi nModul e>
<nane>net . sf.j guard. ext. aut henti cation. | ogi nnodul es. Xm Logi nModul e</ nane>
<!-- flag :'REQUI RED ,' OPTI ONAL',' REQUI SI TE' or 'SUFFICl ENT' -->
<f| ag>REQUI RED</ f | ag>
<l ogi nModul eOpt i ons>
<option>
<nane>debug</ nanme>
<val ue>f al se</val ue>
</ opti on>
</'1 ogi nModul eOpt i ons>
</ | ogi nModul e>
</ | ogi nModul es>
</ aut henti cati on>
</ confi guration>

Thisfileisthe src/main/webapp/W EB-I NF/conf/jGuar d/j Guar dAuthorization.xml. Remember to
copy the jGuardAuthorization 1.00.dtd file.

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<! DOCTYPE configurati on SYSTEM "j Guar dAut hori zati on_1. 00. dtd" >
<configuration>
<aut hori zat i on>
<l-- 'local' or 'jvm -->
<scope>| ocal </ scope>
<per m ssi onResol uti onCachi ng>t r ue</ per m ssi onResol uti onCachi ng>
<aut hori zat i onManager >
net . sf.jguard. ext. aut hori zati on. manager . Xnm Aut hori zat i onManager
</ aut hori zat i onManager >
<aut hori zat i onManager Opt i ons>
<option>
<nane>aut hori zati onXml Fi | eLocat i on</ name>
<val ue>WEB- | NF/ conf/j Guar d/j Guar dPri nci pal sPer m ssi ons. xm </ val ue>
</ option>
<opti on>
<nane>debug</ nane>
<val ue>t rue</ val ue>
</ opti on>
</ aut hori zat i onManager Opti ons>
</ aut hori zati on>
</ confi guration>
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Now that we've define the flow (controlled by JGuardFilter.xml) and the way authentication and
authorization will happens, we have to define the roles (principals) and permissions related to these

principals.

Thisfile is the src/main/webapp/WEB-I NF/conf/jGuar d/j Guar dUser sPrincipals.xml. Remember

to copy the jGuardUsersPrincipals 1.00.dtd file.

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<I DOCTYPE usersPrinci pal s SYSTEM "j Guar dUser sPri nci pal s_1. 00. dtd" >
<user sPrinci pal s>
<princi pal s>
<princi pal >
<nane>adm n</ nanme>
<cl ass>net . sf.jguard. core. princi pal s. Rol ePri nci pal </ cl ass>
<appl i cati onName>Basi c1</ appl i cati onName> <!-- this value nust be exacly the sanme as
web. xm “s di spl ay-nane -->
</ princi pal >
<princi pal >
<nane>guest </ nanme>
<cl ass>net . sf.jguard. core. princi pal s. Rol ePri nci pal </ cl ass>
<appl i cati onName>Basi c1</ appl i cati onNanme>
</ princi pal >
</ princi pal s>

<user s>
<user Tenpl at e>
<name>def aul t </ name>
<privat eRequi redCredenti al s>
<credTenpl atel d identity="true">l ogi n</ credTenpl at el d>
<credTenpl at el d di gest Needed="t r ue" >passwor d</ cr edTenpl at el d>
</ privat eRequi redCredenti al s>
<publ i cRequi r edCr edenti al s>
<credTenpl at el d>fi r st nane</ cr edTenpl at el d>
<credTenpl at el d>| ast nane</ cr edTenpl at el d>
<credTenpl at el d>l ocati on</ credTenpl at el d>
</ publ i cRequi redCr edenti al s>
<privateOptional Credenti al s>
<credTenpl at el d>country</credTenpl at el d>
<credTenpl at el d>rel i gi on</ credTenpl at el d>
</ privateOptional Credenti al s>
<publ i cOpti onal Credenti al s>
<cr edTenpl at el d>hobbi es</ cr edTenpl at el d>
</ publ i cOptional Credenti al s>
<generi cPrinci pal s>
<princi pal Ref nane="adni n" applicati onName="Basi cl1"/>
</ generi cPrinci pal s>
<speci ficPrinci pal Factories/>
</ user Tenpl at e>
<user >
<privateCredential s>
<credenti al >
<i d>l ogi n</i d>
<val ue>adm n</ val ue>
</ credential >
<credenti al >
<i d>passwor d</i d>
<val ue>adm n</ val ue>
</credential >
</ privateCredential s>
<publ i cCredenti al s>
<credenti al >
<i d>firstnanme</id>
<val ue>Ri ck</ val ue>
</credential >
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<credenti al >
<i d>| ast nane</i d>
<val ue>Danger ous</ val ue>
</ credential >
<credenti al >
<i d>l ocation</id>
<val ue>Pari s</ val ue>
</credenti al >
</ publ i cCredenti al s>
<pri nci pal sRef >
<princi pal Ref nanme="adm n" applicati onName="Basi cl"
definition="%${subject.publicCredentials.location.contains('Paris')}" active="true"/>
</ princi pal sRef >
</ user >
<user >
<privat eCredenti al s>
<credenti al >
<i d>l ogi n</i d>
<val ue>guest </ val ue>
</credenti al >
<credenti al >
<i d>passwor d</i d>
<val ue>guest </ val ue>
</credential >
</ privateCredential s>
<publ i cCredenti al s/ >
<princi pal sRef >
<princi pal Ref nane="guest" appli cati onName="j guar d- strut s-exanple" />
</ princi pal sRef >
</ user >
</ users>
</ usersPrinci pal s>

Thisfileisthe src/main/webapp/W EB-I NF/conf/j Guar dPrincipal sPer missions.xml. Remember to
copy the jGuardPrincipal sPermissions_1.00.dtd file.

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<! DOCTYPE configurati on SYSTEM "j Guar dPri nci pal sPerm ssi ons_1. 00. dt d" >
<confi guration>
<perm ssi ons>
<domai n>
<l--
this domain will hold all perm ssions that everybody will be able to access
-->
<nane>publ i c</ nanme>
<perm ssi on>
<nane>Logi nFor n/ nane>
<cl ass>net . sf.jguard. core. aut hori zati on. perm ssi ons. URLPer m ssi on</ cl ass>
<actions>
<action>/ Logi nFor m do</ acti on>
<acti on>ANY</ acti on>
</ actions>
</ perm ssi on>

<perm ssi on>
<nanme>LogonPr ocess</ nane>
<cl ass>net . sf.jguard. core. aut hori zati on. perm ssi ons. URLPer m ssi on</ cl ass>
<actions>
<acti on>/ LogonPr ocess. do</ acti on>
<act i on>ANY</ acti on>
</ actions>
</ perm ssi on>
<perm ssi on>
<nane>LogOf f </ nanme>
<cl ass>net . sf.jguard. core. aut hori zati on. per m ssi ons. URLPer m ssi on</ cl ass>
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<actions>
<action>/ LogOf. do</ action>
<act i on>ANY</ acti on>
</ acti ons>
</ per m ssi on>

</ domai n>
<domai n>
<l--
this donmain will hold all perm ssions that only authenticated people
having a related role will be able to access
-->

<nane>secur ed</ nane>
<per m ssi on>
<name>Aut hent i cat ed</ nanme>
<cl ass>net . sf.jguard. core. aut hori zati on. perm ssi ons. URLPer m ssi on</ cl ass>
<actions>
<action>/ Aut henti cat ed. do</ acti on>
<act i on>ANY</ acti on>
<action>you have been authenticat ed</acti on>
</ actions>
</ perm ssi on>
</ domai n>
</ perm ssi ons>

<princi pal s>
<princi pal >
<nane>guest </ name>
<cl ass>net . sf.jguard. core. princi pal s. Rol ePri nci pal </ cl ass>
<per m ssi onsRef >
<per m ssi onRef nanme="Logi nForni/>
<per m ssi onRef nane="LogonProcess"/>
<per m ssi onRef name="LogOf"/>
</ perm ssi onsRef >
</ principal >
<princi pal >
<nane>adm n</ name>
<cl ass>net . sf.jguard. core. princi pal s. Rol ePri nci pal </ cl ass>
<per m ssi onsRef >
<donmi nRef name="secured"/>
</ per m ssi onsRef >
</ princi pal >
</ princi pal s>

</ configuration>

Now we are going to reference them at web.xml

<?xm version="1.0" encodi ng="UTF- 8" ?>

<web- app id="WebApp_I| D' version="2.4"
xm ns="http://java. sun. com xm / ns/j 2ee"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocation="http://java. sun.com xm / ns/j 2ee
http://java. sun. conl xm / ns/j 2ee/ web- app_2_4. xsd" >

<di spl ay- nane>Basi c1</ di spl ay- nane>
<descri pti on>Provi des a very basi c webapp secured w th j Guard</description>
<!-- JG@uard basic configuration -->

<cont ext - par an>

<par am nane>aut henti cati onConfi gur ati onLocat i on</ par am nane>

<par am val ue>/ VEB- | NF/ conf /j Guar d/ j Guar dAut henti cati on. xm </ par am val ue>
</ cont ext - par an>
<cont ext - par an>

<par am nane>aut henti cati onScope</ par am nane>

<par am val ue>| ocal </ par am val ue>
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</ cont ext - par an>

<cont ext - par an>

<par am nanme>aut hori zati onConfi gurati onLocat i on</ par am nanme>
<par am val ue>/ WEB- | NF/ conf /j Guar d/ j Guar dAut hori zati on. xnl </ par am val ue>
</ cont ext - par an>

<cont ext - par an>

<par am nane>aut hori zat i onScope</ par am name>

<par am val ue>l ocal </ param val ue>

</ cont ext - par an>

<cont ext - par an>

<par am nane>enabl eJMX</ par am nane>

<par am val ue>f al se</ par am val ue>

</ cont ext - par an>

<filter>
<filter-nane>AccessFilter</filter-nane>
<filter-class>
net.sf.jguard.jee.authentication. http. AccessFilter
</filter-class>
<i ni t-parane
<par am nanme>confi gurati onLocati on</ par am nanme>
<par am val ue>/ VEB- | NF/ conf/j Guard/j GuardFi | t er. xm </ par am val ue>
</init-paran>
</filter>
<filter-mppi ng>
<filter-name>AccessFilter</filter-nanme>
<url-pattern>*. do</url-pattern>
</filter-nmappi ng>
<l i stener>
<listener-class>net.sf.jguard.jee.listeners. SessionLi stener</l|istener-class>
</listener>
<l i stener>
<listener-class>net.sf.jguard.jee.listeners. ContextListener</listener-class>
</listener>
<l-- end of JGuard basic configuration -->

<sessi on-confi g>
<sessi on-ti meout >30</ sessi on-ti neout >
</ sessi on-confi g>

<servl et >

<servl et - name>act i on</ servl et - nanme>
<servl et -cl ass>org. apache. struts. action. Acti onServl et </servl et-cl ass>
<i ni t-parane

<par am nanme>conf i g</ par am nanme>

<par am val ue>/ WEB- | NF/ conf/strut s/ struts-config.xm </ param val ue>
</init-parank

<init-paranp

<par am nane>| ocal e</ par am nanme>

<par am val ue>f al se</ param val ue>
</init-paranp

<i nit-paranr

<par am nane>debug</ par am nane>

<par am val ue>2</ par am val ue>
</init-paran>

<i ni t-parane

<par am nane>det ai | </ par am nane>

<par am val ue>2</ par am val ue>
</init-paranr

<init-paranp

<par am nane>convert Nul | </ par am name>

<par am val ue>t r ue</ par am val ue>
</init-paranp

<l oad- on- st art up>1</1| oad- on-start up>
</ servl et >

<servl et - mappi ng>
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<servl et - nane>act i on</ servl et - nane>
<url - pattern>*.do</url -pattern>
</ servl et - mappi ng>

<wel cone-file-list>
<wel come-fil e>i ndex. ] sp</wel come-fil e>
</ wel come-file-list>
</ web- app>

Now, we need to create the to remainging forwards, one wich is related to authenticationFailedURI
and accessDeniedURI.

<%/ *

* accessDeni ed. | sp

* This page will show the Access Deni ed nessage.
*/

%

<U@taglib prefix="htm" uri="http://struts.apache.org/tags-htm" %

Access Deni ed. You have not clearence to access the specified resource.

Now we need to add the forwards on the struts-config.xml file:

<! DOCTYPE struts-config
PUBLI C "-// Apache Software Foundation//DTD Struts Configuration 1.2//EN'
"http://struts. apache. org/dtds/struts-config_1_2.dtd">

<struts-config>
<f or m beans>
<f orm bean nanme="I| ogi nForni' type="org. apache. struts. acti on. DynaActi onFor ni' >
<form property nanme="l| ogi n" type="java.lang.String" />
<form property nanme="password" type="java.lang. String" />
</ form bean>
</ f or m beans>

<acti on- mappi ngs>
<I-- errors -->
<action path="/AccessDeni ed"
type="org. apache. struts. acti ons. Forwar dActi on"
par anet er ="/ VWEB- | NF/ j sp/ accessDeni ed. j sp" />
<action path="/AuthenticationFail ed" name="| ogi nFor ni
type="org. apache. struts. acti ons. For war dActi on"
par anet er ="/ Logi nFor m do" />

<action pat h="/Logi nFor n{
type="org. apache. struts. acti ons. Forwar dActi on"
par anet er ="/ WEB- | NF/ j sp/ | ogi nForm j sp" />

<action pat h="/LogonProcess" name="| ogi nFor n{
type="org. apache. struts. acti ons. Forwar dActi on"
par anet er ="/ Aut hent i cat ed. do" />

<action pat h="/Aut henti cat ed"
type="org. apache. struts. acti ons. Forwar dActi on"
par anet er ="/ VEB- | NF/ j sp/ aut henti cat ed. j sp" />

<action path="/LogOf f"
type="org. apache. struts. acti ons. Forwar dActi on"
par anet er="/i ndex. jsp" />

</ act i on- mappi ngs>
</struts-config>

In order to deploy in tomcat, all you haveto do isto copy the target/jguard-example-basicl-1.0.2.war
file to tomcat”s webapp dir and start tomcat (if it is not already started).
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