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Chapter 1. introduction to jGuard

Warning

this documentation refers to the 2.0.x product line.For earlier releases, please consult the
documentation (as amaven™ web site) shipped with the downloaded bundle.

1.1. Overview

jGuard provides EASY security (authentication and authorization) in web and standal one applications.
It is built over the stable and mature JAAS framework, which is part of the JAVA J2SE apis.

1.2. License

jGuard is licensed under the GNU Lesser General Public Licence (formerly known as LGPL). you
can obtain a copy of the LGPL licence on the gnu project web site [http://www.gnu.org/copyleft/
lesser.html].

1.3. Features

Only requiresjava 5.0 and j2ee 1.3 or higher

Can be adapted to any webapp, on any application server

Permits a user to have more than one role simultaneously

Does not depend on aweb framework, or an AOP framework

Built on top of the standard, very secure, and flexible JAAS
Authentication and authorization are handled by pluggable mechanisms

Authentication data stored in a database, an XML file, a INDI [http://java.sun.com/products/jndi/]
datasource, an LDAP directory,Kerberos [http://java.sun.com/products/jndi/]...

Changes take effects 'on the fly' (dynamic configuration)

Permissions, roles, and their associations can be created, updated, deleted on the fly through a
webapp (an API is provided too)

Each webapp has its own authentication and authorization configuration
A taglib is provided to protect jsp fragments

Support security manager

jGuard is composed of 9 libraries:

jGuard-core: it contains the main jGuard features.

jGuard-ext : it handles specific authentication and authorization managers such as XML or JDBC
based managers. It also embeds login modules like JDBC or jCaptcha.

jGuard-ext-java-6: ajava6 library

jGuard 2.0.0 1
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introduction to jGuard

e jGuard-jee: library is dedicated for web applications.
e jGuard-jee-4: ajee4 library

» jGuard-jee-extras: library dedicated to add security featuresto some specific web thrid part libraries
like DWR (gjax library).

 jGuard-struts-example: webapp exampleto ilustrate jGuard useif you've chosen Struts as your web
framework

* jGuard-jsf-example: webapp exampleto ilustrate jGuard use if you've chosen JSF MyFaces as your
web framework

Servlet-based AJAX-based

webapps webapps

| ‘ ‘ |

jGuard-JEE ng:a?(rt?;e{,EE Staggséone

| | |

| |
jguard-ext Jguard-ext java 6

| |
| |
jGuard-core

Figure 1.1. jguard libraries dependencies and purposes
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Chapter 2. controlling jGuard log output

2.1. logging in jGuard

jGuard relies on the SLFAJ™ [http://www.dlf4j.org/] library (Simple Logging Facade for Java).
it acts as an indirection between jGuard and the logging library you use (i.e logdJ™ [http://
logging.apache.org/logdj/] , java.util.logging, logback™ [http://logback.qos.ch/] , x4juli™ [http://
www.x4juli.org/] ).

SLF4J requires for jGuard to use the sl f 4j - api . j ar archive, and for the end-user of jGuard, to
import in its application one more jar depending the logging library heuses (sl f 4] -1 ogj 12. j ar
for logdj, sl f 4j -j dk14. j ar for javautil.logging, | ogback- cl assi c. j ar for logback).

it is required to import in your project the sl f4j-api.jar archive AND a bridge
library related to the |ogging franmework you use.

Each logging library has its own advantages over others. for example, LOGA4J is the older one and
can be evaluated as avery stable library. java.util.logging is the standard implementation (shipped in
J2SE 1.4 or higher).x4juli permits to remove some limitations of java.util.logging on the JEE field ,
and can be used in conjunction with java.util.logging.L ogBack add some new features among others.
it seems to be the most innovative library.

Note

one'advanced' feature present in thejava.util.logging' package whichisnot present in other
libraries, is to restrict logging output based on LoggingPermission [http://java.sun.com/
j2se/1.5.0/docs/api/javalutil/logging/L oggingPermission.html]: if auser or alibrary want
to output some informations with the SecurityManager enabled on the java platform,
it needs to have granted the related Loggi ngPer ni ssi on [http://java.sun.com/
j2se/1.4.2/docs/ api/javalutil/logging/L oggingPermission.html] .

Note

x4juli permits to extends limitations of the logging facility shipped in java .4 and beyond,
especialy by controlling logging configuration per classloader. Like each webapp hasits
own classloader in a JEE application server (if you use the JEE official ‘parent-last' class
loading mechanism in your application server), you have the ability to customize logging
feature per webapp.

2.2. debugging Java Security

Note

thi section is excerpted from chapter 1 of java Security published by O'Reilly editions
[http://www.oreilly.com/catal og/javasec2/chapter/ch01.html]

the Java Security contains a logging mechanism which permits to trace easily al the underlying
security events which occurs. This mechanism is especially very useful to debug Authentication and
Authorization decisions made in jGuard through JAAS.This mechainsm can be enabled byt a System
property caledj ava. securi ty. debug which can have the following values:

jGuard 2.0.0 3
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controlling jGuard log output

- all

Turn on al the debugging options.

* acCess

Trace all calsto the checkPer mmi ssi on() method of the AccessCont r ol | er. Thisalows
you to see which permissions your code is reguesting, which calls are succeeding, and which ones
arefailing.This option has the following sub-options separated by a semi-colon (:). If no sub-option
is specified, then all arein force:

stack

Dump the stack every time a permission is checked.

failure

Dump the stack only when a permission is denied.

domain

Dump the protection domain in force when a protection is checked.
jar

When processing asigned jar file, print the signaturesin thefile, their certificates, and the classes
to which they apply.

policy

Print information about policy files as they are parsed, including their location in the filesystem,
the permissions they grant, and the certificates they use for signed code.

scl

Print information about the permissions granted directly by a secure class loader (rather than
granted through a policy file).

Example2.1. parameter with accessoption activated with thefailure sub-option.

-D ava. security. debug=access: failure ‘

Example 2.2. parameter with scl and access

-D ava. security. debug=scl, access ‘

Caution

this facility should only used for debug purpose, because it will generate so many traces
and will slow your application server.
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Chapter 3. security architecture

3.1. securing an application

securing an application should be done with anAccess Control Model. widely used access control
models are described in a dedicated chapter.

To apply an access control model in ajava application, you have these choices:

* usejavasecurity infrastructure (through jJAAS)

 use security implementation by the application server if you'rein ajee context

¢ reinvent the wheel

3.1.1. java security architecture

3.1.1.1. java security roots

overal Java security standsonthe j ava. |l ang. Securit yManager

on theJVM, and on the java.security filelocated inin${j ava. home}/ i b/ security/.

3.1.1.2. overall architecture

3.1.1.2.1.

Authentication Failed

jGuard architecture

authentication store

=
;

user request

o
: : ‘
ser

technol
:‘E(LS‘—MJY AuthenticationBindings
Authentication Service Point
javax.security.auth.Configuration
Na
LoginModules
authenticate ?
Yes
A AuthenticationManager
J
I:J] S =
P Authenticated,
Yes

Access Granted

Policy Enforcement Point

A 4

user response

Policy Decision Point

fava.security.Policy

Y

Authorize 7,

No

Access Denied

AuthorizationBindings  authorization store

=

[ technology specific component
<> decisions

—

jGuard generic component

l:l jGuard management APIs

Java SE Security

i Filter

implementation in place

user
standalone
application
or
web framework

One application need to have an Authentication part and an Authorization part initialized. It impliesfor
the authenti cation part, ajavax.security.auth.Configuration instance defined, and for the Authorization
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security architecture

part ajava.security.Policyinstance (or an isolated part of an instance). jGuard provides a single point
of access with its PolicyEnforcementPoint.

Note

in a JEE environement, Authentication and Authorization parts are set by the
Cont ext Li st ener classfrom jGuard.

Specific technology parts are minimized. So, integrating a new technology in jGuard implies
implementing a Technology anchor, an AuthorizationBindings implementation, and eventually
anAuthenticationBindings(not always needed if authentication is done via another technology anchor
and scopes).

jGuard provides also some management APIs for the Authentication Part (AuthenticationManager),
and for the Authorization part (AuthorizationManager).

3.1.1.2.2. one application to bring them all

i AR

User

Authentication
A

— user
standalone
application

- Policy Enforcement Point oF

web framework

T > A >
User / ITJ

Y

Authorization

User

D Single Point of Access
|:| Technology Anchors

jGuard permits for one application, to use different technology anchors simultaneously. It implies
that they share the same Configuration and Policy (i.e Authentication and Authorization parts). Y ou
can see on the above diagram, that all technology anchors provided by jGuard, uses each one a
PolicyEnforcementPoint instance.this class acts as a Single Point of Access.

Caution

be aware that tosecure access of your application, you need to configure technology
anchors to force al users to pass through them to access to protected resources. For
example, in awebapp, you need to configurethe web. xm file to enforce user to access
to atechnology anchor before reach the desired resource.
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3.2. Which jGuard security scopes?

3.2.1. jGuard and jee users
jGuard envisions 3 types of "users' in a J2EE environment:
 administrator
« webapp devel oper

« webapp user
3.2.2. security scopes

jGuard provides two Security scopes, on authentication and authorization. these scopes affect
jGuard j avax. security. auth.login. Configurationandjava. security.policy
implementations.

3.2.2.1. local security scope
Note

this scope permits to have isolate security per classloader; i.e is mainly dedicated to jee
applications.

'local" authentication provides a good security level. It alows protection of the webapp resources
against webapp users. Each webapp user will be authenticated, and access control will be provided
according to his roles. This authentication configuration will not protect webapp devel opers against
webapp devel opers of others webapps, or administrators.

The authentication configuration is easier, because everything should be configured in the web.xml.
Thereisno need to configure things on the VM side. Security is present after the first webapp which
uses jGuard isloaded by the application server. This security level isreliable for these use cases:

« Thewebapp is used to test jGuard
« Thereisonly one webapp on the application server
» There are multiple webapps on the same application servers, and there are 'friendly' each others
» One 'friendly' webapp is loaded firstly
3.2.2.2. jvm security scope

‘advanced' configuration allowsfor amore secure environment, but ismore difficult to configure: injee
environment, Y ou must install two jars: one for the webapp, and one dedicated to the JVM-side.some
bootclasspath tricks are needed too.

This configuration allows for protection of webapp resources against users like the ‘usual
configuration; i.e to protect webapp devel opers against others webapps, and to protect administrator
against any webapp developers. The administrator of the machine should also restrict the java rights
to protect against the application sever administrator. This configuration is highly secure, and should
be used by hosting companies.
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Thisisacascadi ng security del egati on nodel:

« webapp users are controlled by webapps

« webapps are isolated from others webapps (others webapps cannot make tedamages)

» webapps are controlled by the application server administrator which configure the VM security

» The application server administrator is controlled by the operating system administrator which
assign restricted rights to java

« the operating system administrator security relies on BIOS security, which relies on the physical
machine security.

To have this very secured configuration, you must enable theSecur i t yManager .

3.3. debugging

for security reason, jGuard prevent by default, the application to throw to the end-user a
j ava.l ang. Throwabl e (i.eaj ava. | ang. Excepti on oraj ava. | ang. Error) instance,
and itsincluded stack trace: it permitsto restrain sensitive information included in the stack trace, like
the libraries you use, name of classes and methods and so on....

But, inthedevel opment stage, it can be useful to inhibit thisdefault mechanism, for aquicker diagnostic
when aproblem is present. it can be done by including the parameters of thet echnol ogy anchor
(like the AccessFi | t er in servlet-related anchor, or the AccessLi st ener for the JSF-based
one),apr opagat eThr owabl e optiontotr ue.

3.4. configuration files

3.4.1. configuration files used in every context (standalone and web
applications)

3.4.1.1. jGuardFilter.xml
goals of this configuration file is to define:
* resources where the user is dispatched depending on the Access Control check result
« authentication schemes used with the specific technology anchor
 gpecific parameters for the CallbackHandler implementation
3.4.1.1.1. authentication schemes

Authentication schemes are defined as the mechanisms used to transmit credentials from the user
(browser for webapps) to the server. These credentials are used on the server to authenticate the user
in its backend. They can be configured in the authScheme markup.

Caution

to configure your authentication schemes, you DON'T have to configure your application
server to usethem (especialy, you DON'T haveto configurethe <login-config> markupin
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theweb. xm , and itsrelated <auth-method> and <realm-name> markup). jGuard replace
the specific mechanisms used in your application server, to grab credentials and compute
them to authenticate the user.

* FORMauthentication

since its inception, jGuard support the FORMauthentication scheme. Credentials are sent from the
browser to the application server through an HTML form.

some special URIs areinvolved in this authentication scheme:
* logonURI

this URI is used to access to the page which contains the form used to authenticate. This URI
isgranted to ALL users.

* logonProcessURI

this URI is used to send to the server the credentials to authenticate. This URI is granted to ALL
users.

* loginField

HTML field in the HTML authentication form, used to store your login. This special field is
trapped by the accessFilter to grab this credential.

» passwordField

HTML field in the HTML authentication form, used to store your password. This special field is
trapped by the accessFilter to grab this credential .

Example 3.1. how to configure FORM authentication

<aut hScheme>FCORM</ aut hSchene>

* BASIC authentication

jGuard support BASIC authentication. Some special URIs are involved in this authentication
scheme:

* logonProcessURI

this URI is used to send to the server the credential s to authenticate. This URI is granted to ALL
users.

Example 3.2. how to configure BASI C authentication

<aut hSchenme>BASI C</ aut hSchene>

» Di gest Authentication

this authentication scheme is not yet supported.a feature request has been posted on the jGuard bug
tracking system hosted on sourceforge.

e CLI ENT_CERT authentication
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jGuard support CLI ENT_CERT authentication.

Example 3.3. how to configure CLIENT_CERT authentication

<aut hSchenme>CLI ENT_CERT</ aut hSchene>

Note

jGuard use its own mechanisms involved in authentication schemes. But it uses the
SSL mechanism provided by the application server, in the case of CLI ENT- CERT
authentication. So, you have to configure your web. xm file with this markup:

<security-constraint>
<web-resource-col | ecti on>
<web-r esour ce- nane>al | the
webapp</ web- r esour ce- nanme>
<descri pti on></descri pti on>
<url-pattern>/*</url-pattern>
</ web- r esour ce- col | ecti on>
<user - dat a- constrai nt >
<description>This part requires
SSL</ descri pti on>
<transport -
guar ant ee>CONFI DENTI AL</ t ransport - guar ant ee>
</ user - dat a- constraint >
</security-constraint>

3.4.1.1.2. example

Example 3.4. jGuardFilter xml example

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<! DOCTYPE configurati on SYSTEM "j GuardFilter_1.1.0.dtd">
<configuration>
<!-- Index uri of your web application. -->
<aut henti cati onSucceedURI >/ i ndex. j sp</
aut henti cati onSucceedURIl >
<l-- Ui when the user authentication failed. -->
<aut henti cati onFai | edURI >/ Aut henti cat i onFai | ed. do</
aut henti cati onFai | edURI >

<l-- Ui to access to the authentication form-->

<l ogonURI >/ Logon. do</ | ogonURI >

<l-- uri to be authenticated. The action property of the
aut hentication form MJUST NOT

be set to j_security_check. -->

<l ogonPr ocessURIl >/ LogonPr ocess. do</ | ogonPr ocessURI >
<regi st er URI >/ Regi strati on. do</regi st er URl >
<regi st er ProcessURI >/ Regi strati onProcess. do</
regi st er ProcessURI >
<!-- uri to to be unauthenticated -->
<l ogof f URI >/ Logof f . do</ | ogof f URl >
<aut hScheme>FORM</ aut hSchene>
<l ogi nFi el d>l ogi n</| ogi nFi el d>
<I-- Paraneter's nanme of the forms field which holds the
password. All values are
accepted except j_password. -->
<passwor dFi el d>passwor d</ passwor dFi el d>
<goTolLast AccessDeni edUri OnSuccess>t r ue</
goTolLast AccessDeni edUri OnSuccess>
</ confi guration>
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Note

this configuration file specific to a web application is used to define the URI
used when to follow jGuard Access control decisions. The location of this file
is specified in theneb. xm , especiadly in the AccessFilter declaration in a
configurationLocati on parameter.

Note

the AccessDenied URI isnot defined in jGuardFilter.xml file, becauseit isaready handled
by the underlying protocol ;HTTP mapsit to the status code 401. To use your customized
accessDenied page, maps the error code in the web.xml file of your webapp to its path.

3.4.1.2. j@uardAut hentication. xm
goals of this configuration fileisto define:
« the authentication scope
* the AuthenticationManager implementation

« the loginmodules involved in the authentication process with their options and JAAS keywords
(required, optional, and so on...)

3.4.1.3. j Guar dAut hori zat i on. xmi
goals of this configuration fileisto define:
* authorization scope

* AuthorizationManager implementation
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Chapter 4. java authentication

4.1. Overall Authentication part
Authentication part is composed of the Authentication process, which is involved when user is not

authenticated, and AuthenticationManager, which manage users and roles.they both share the same
Authentication store.

Authentication Part

L 4

AuthenticationManager
Authentication Store (XML, Database..)
Authenticated User

with required permissions

Palicy Enforcement Point

f /_\ authertication process
Unauthenticated User U

loginMadule

L 4

loginModule

loginModule

loginModule

1] 011

Figure4.1. Authentication part in jGuard

4.2. AuthenticationManager

4.2.1. description

AuthenticationManager implementations aims to do Create, Read, Update, Delete (CRUD) operations
onusersand roles of the application. These Usersand roles are present in the datasource authentication.
This datasource (database, XML and so on..), is also the same one used for the aut hent i cati on
process whichinvolveLogi nCont ext, Confi gurati on and Logi nModul es.

Note

if the user does not tries to authenticate, jGuard automatically authenticates you as the
'guest’ user. it's not a security issue, but a design choice. but to fulfills your security
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requirements, you can configure that guest (unauthenticated users), hasn't got access to
your protected pages. how to do it? => configure the 'guest’ role with no permissions. the
guest user will only have access to login page and access denied page(access is always
grant to these resources).

4.2.2. configuration
Authentication configuration in jGuard, is done viathej Guar dAut henti cati on. xm file.
goals of this configuration fileisto:
« define the authentication scope
* define the AuthenticationManager implementation

« define the loginmodules involved in the aut henti cati on process with their options and
JAAS keywords (required, optional, and so on...)

4.2.3. implementations
4.2.3.1. XMLAuthenticationManager
4.2.3.1.1. description

This AuthenticationManager implementation permits to persist in a XML file al the auithentication
informations of your application.

4.2.3.1.2. parameters
* debug

This optional parameter, when set to t r ue, activate the debug mode (provide more logs to detect
easily misconfiguration).

» authenticationXmlFileLocation

arelative path from the webapp, of thej Guar dUser sPri nci pal s. xm file.

4.2.3.1.3. usual configuration in the j Guar dConfi gurati on. xm file

<aut henti cati onManager >net . sf. j guard. aut henti cati on. Xm Aut henti cat i onManager </
aut henti cati onManager >
<aut henti cat i onManager Opti ons>
<opti on>
<name>aut henti cati onXm Fi | eLocat i on</ name>
<val ue>WEB- | NF/ conf/j Guar d/ j Guar dUser sPri nci pal s. xm </
val ue>
</ opti on>
</ aut henti cati onManager Opti ons>
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4.2.3.2. HibernateAuthenticationManager
Note

The JdbcAut henti cati onManager has been replaced by the
Hi ber nat eAut henti cati onManager for a better flexibility. A further
JPAAut hent i cati onManager, ORM agnhostic Aut henti cati onManager
implementation, can be another suitable solution provided in a future release.

4.2.3.2.1. description

This Aut henti cati onManager implementation permits to persist in a database all the
authentication informations of your application.HlerbnaetAuthenticationManager needs to use a
SessionFactory instance; here are the ways supported to grab the sessionFactory

* hibernate.cfg.xml

Hibernate can build and use a sessionFactory by reading an Hibernate.cfg.xml config file present
on the classPath.

4.2.3.2.2. parameters
« authenticationXmlFilel ocation

WEB-INF/conf/jGuard/jGuardUsersPrincipals.xml for example . This parameter permits to import
some data when your database is empty

4.2.3.2.3. configuration

<aut henti cati onManager >net . sf. j guard. ext . aut henti cati on. manager . H ber nat eAut hent i cat i onMapager </

aut henti cat i onManager >

<aut henti cati onManager Opt i ons>

<option>

<name>aut henti cati onXm Fi | eLocat i on</ name>

<val ue>WEB- | NF/ conf /| Guar d/j GuardUser sPri nci pal s. xm </
val ue>

</ opti on>

</ aut henti cati onManager Opti ons>

Note

you have to configure the associated Hibernatel oginModul e.
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4.2.3.2.4. ER Diagram

Figure 4.2. authentication ER diagram

4.3. JAAS Authentication process

Authentication process is standardized into java through the JAAS api. It involves the
Logi nCont ext class, acalbackHandler implementation, aConf i gur at i on instance, and some
loginModules. jGuard provides

4.3.1. javax.security.auth.login.LoginContext

This classis the main entry point to the Authentication Process. it defines :

which Subject (user) authenticate

« through which way (CallbackHandler)

 for which application

« with which authentication technol ogies (L oginM odul es)
« in which mechanism (Configuration)

This class provides multiple constructors which permits to build a convenient LoginContext class.
Authentication is done during the | ogi n method, which return an authenticatedSubj ect , or a
Logi nExcept i on. when the user quit the application, thel ogout method should to be caled.

Note

in webapps, jGuard provides some high-level classesto reduce your work, and simplify
the use of JAAS like the AccessFilter serviet filter.

4.3.2. javax.security.auth.callback.CallbackHandler

this class handle the way to grab informations contained into information from a protocol,
to fill callbacks (used by loginmodules) to authenticate the user. So, LoginModules can use
the same callbacks but with different CallbackHandler depending on the situation. jGuard
provides different callbackHandler like JMXCal | backHandl er, Swi ngCal | backHandl er
,and Ht t pSer vl et Cal | backHandl er.
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4.3.3. loginModules

4.3.3.1. description

after the user transmits its credential s through the authentication scheme, jGuard should authenticate
the user with them.to authenticate the user, jGuard use its credential s agai nst some security challenges:
LoginModules.

loginModules are stackable: you can configure multiple loginModules (in  the
j GQuar dConfi guration. xni file),which will help you to authenticate a user or not.

each loginModule has got a flag which can be 'REQUI RED,'OPTI ONAL''REQUI SI TE' ou
'SUFFI CI ENT' ( JAAS documentation fromSUNT™):

* REQUIRED

The LoginModule is required to succeed. If it succeeds or fails, authentication still continues to
proceed down the LoginModule list.

« REQUISITE

The LoginModule is required to succeed. If it succeeds, authentication continues down the
LoginModule list.If it fails, control immediately returns to the application (authentication does not
proceed down the LoginModule list).

* SUFFICIENT

The LoginModule is not required to succeed. If it does succeed, control immediately returns to the
application (authentication does not proceed down the LoginModule list).If it fails, authentication
continues down the LoginModule list.

* OPTIONAL

The LoginModule is not required to succeed. If it succeeds or fails, authentication still continues to
proceed down the LoginModule list.

Note

You should have noticed that the configuration for loginModules involved
in validating user identity is very smal: configuration already defined in
Aut henti cat i onManager are reused to establish connections in loginmodules.
so, JdbcLogi nnodul e uses JdbcAut henti cati onManager configuration to
establish database connections and so on...

4.3.3.2. jGuard loginModules
4.3.3.2.1. UserLoginModule

This loginModule is an abst ract class. its subclasses grab informations in various locations
(database,L DAP,Xml and so on...) to authenticate users.
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Note

stores are configured into AuthenticationManager implementations and are reused by
UserL oginM odul e subclasses.So, you don't have to declare stores into UserL oginModule

subclasses.

4.3.3.2.2. XMLLoginModule

description

ThisLoginmoduleinherit from UserL oginmodule and use usersand roleslocated inan XML filecalled
j Guar dUser sPri nci pal s. xm to authenticate users.

parameters

¢ debug

This optional parameter, when set to t r ue, activate the debug mode (provide more logs to detect

easily misconfiguration).

XMLLoginModule declaration

Example 4.1. configuration of
JjGuardAuthentication.xml

XMLLoginModule into a fragment of

to reference XMLLoginModule, you have to declareit into j Guar dAut hent i cati on. xm file.

<nane>net . sf.j guard. ext.aut hentication

<aut henti cati on>
<l ogi nModul es>
<l ogi nModul e>

| ogi nnodul es. Xm Logi nModul e</ name>
<f| ag>REQUI RED</ f | ag>
<l ogi nModul eOpt i ons>
<option>
<nanme>debug</ nanme>
<val ue>f al se</ val ue>
</ opti on>

</l ogi nModul eOpt i ons>
</l ogi nModul e>

</ | ogi nModul es>

</ aut henti cati on>
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appl i cati onNanme="j guar d- st r ut s- exanpl e"

appl i cati onNane="anot her Appl i cati on"/>

<credTenpl at el d>l ocati on</ credTenpl at el d>
</ publ i cRequi redCr edent i al s>
<privateOptional Credenti al s>

<credTenpl at el d>count ry</ credTenpl at el d>
<credTenpl at el d>rel i gi on</ credTenpl at el d>
</ privateOpti onal Credenti al s>

<publ i cOpti onal Credenti al s>

<cr edTenpl at el d>hobbi es</ credTenpl at el d>
</ publ i cOpti onal Credenti al s>

<pri nci pal sRef >

<princi pal Ref name="adm n"

/>

<princi pal Ref nane="rol e3"

</ princi pal sRef >

</ user Tenpl at e>

<credenti al s>
<credTenpl at el d>i d</ cr edTenpl at el d>
</credential s>

<princi pal sRef >

<princi pal Ref name="adm n"

appl i cati onName="j guar d- st rut s- exanpl e"/ >

appl i cati onNanme="anot her Appl i cati on"/>

credTenpl at el d>

appl i cati onNanme="j guar d- st r ut s- exanpl e"

appl i cati onNane="anot her Appl i cati on"/ >

exanpl e" nanme="guest"/>

appl i cati onNanme="j guar d- st r ut s- exanpl e"

<princi pal Ref name="rol e3"

</ princi pal sRef >

</ organi zati onTenpl at e>

<organi zati on>

<user Tenpl at e>

<privat eRequi redCredenti al s>

<credTenpl at el d>l ogi n</ credTenpl at el d>
<credTenpl atel d di gest Needed="t r ue" >passwor d</

</ privat eRequi redCr edenti al s>

<publ i cRequi r edCr edenti al s>

<credTenpl at el d>fi r st nanme</ cr edTenpl at el d>
<credTenpl at el d>| ast nane</ cr edTenpl at el d>
<credTenpl at el d>l ocati on</ credTenpl at el d>
</ publ i cRequi r edCr edent i al s>
<privateOptional Credenti al s>

<credTenpl at el d>count ry</ credTenpl at el d>
<credTenpl at el d>rel i gi on</ credTenpl at el d>
</ privateOptional Credenti al s>

<publ i cOpti onal Credenti al s>

<cr edTenpl at el d>hobbi es</ credTenpl at el d>
</ publ i cOpti onal Credenti al s>

<pri nci pal sRef >

<princi pal Ref name="adm n"

/>

<princi pal Ref nane="rol e3"

</ princi pal sRef >

</ user Tenpl at e>
<credenti al s>
<credenti al >

<i d>i d</id>

<val ue>syst enx/ val ue>
</ credential >
<credenti al >

<i d>creation date</id>
<val ue>1965</ val ue>
</credential >
</credential s>
<princi pal sRef >
<princi pal Ref applicati onName="j guard-struts-

<princi pal Ref name="adm n"
/>

</ princi pal sRef >

</ organi zat i on>

</ organi zat i ons>

</ aut henti cati on>

jGuard 2.0.0
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4.3.3.2.3. HibernateLoginModule

description

ThisloginModule inherit from UserL oginmodule and allows a database-based authentication for your
application.

parameters

» debug

This optional parameter, when set to t r ue, activate the debug mode (provide more logs to detect
easily misconfiguration).

HibernateLoginModule declaration

Example 4.3. configuration of HibernateLoginModule into a fragment of
jGuardAuthentication.xml

to reference HibernateL oginModule, you have to declare it into j Guar dAut henti cati on. xm
file.

<aut henti cati on>
<l ogi nModul e>

<nane>net . sf.j guard. ext. aut henti cati on. | ogi nnodul es. Hi ber nat eLogi nMbdul e</ nane>

<l-- flag :' REQU RED , "' OPTI ONAL', ' REQUI SI TE' or
' SUFFI CI ENT" -->

<f | ag>REQUI RED</ f | ag>

<l ogi nModul eOpt i ons>

<option>

<nane>debug</ nane>

<val ue>f al se</val ue>

</ opti on>

</l ogi nModul eOpt i ons>

</'| ogi nModul e>

4.3.3.2.4. INDILoginModule

description

this UserL oginModule subclass, authenticate users and roles into a JNDI directory like LDAP.

most of the parameters  detailed in this page comes  from the
JNDI Context constants [http://java.sun.com/j2se/1.4.2/docs/api/javax/naming/Context.html]
detailed in the related JINDI javadoc [http://java.sun.com/j2se/1.4.2/docs/api/constant-
values.html#javax.naming.Context. SECURITY_AUTHENTICATION].

Note

this loginmodule does NOT vyet retrieve roles from the directory. only authentication
against credentials are supported. roles support will be rpovided in afuture release.
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connections

connections can be established either through manual configuration, or via application server JNDI
lookup. for all parameters, you haveto includethe prefix (‘pr eaut h.' or 'aut h."). these settings apply
todi rect authenticati onandpre-authenticati on modes.

manual configuration

* initial context factory

<option>

<nane>pr eaut h. j ava. nam ng. factory.initial </
nanme>

<val ue>com sun. j ndi . | dap. LdapCt xFact or y</
val ue>

</ opti on>

e provider url

<opti on>

<nane>pr eaut h. j ava. nam ng. provi der. url </
nanme>

<val ue>| dap: // nyconpany. com 389</ val ue>
</ option>

» authentication mode

you can use none , sinpl e or a SASL mechanism type defined in theRFC 2195 [http://
www.ietf.org/rfc/rfc2195.txt] .

<opti on>

<nane>j ava. nani ng. security. aut henti cati on</
name>

<val ue>none</ val ue>

</ option>

* activate connection pooling

you can sometimes activate the connection pooling of the INDI service providers. if you usethe one
provided by sun, here is the configuration:

<opti on>

<nane>pr eaut h. com sun. j ndi . | dap. connect . pool </ nane>
<val ue>t rue</ val ue>
</ opti on>

« define the preferred number of connections
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<opti on>

<nane>pr eaut h. com sun. j ndi . | dap. connect . pool . pr ef si ze</ nane>
<val ue>5</val ue>
</ option>

« define connection timout

<option>

<nane>pr eaut h. com sun. j ndi . | dap. connect . pool . ti meout </ nane>
<val ue>300000</ val ue>
</ option>

this example defines the number of milliseconds (5 minutesin this example) that an idle connection
may remain in the pool without being closed and removed from the pool.

« other connection pool settings

other settings can be reached at the JINDI/LDAP Service provider documentation [http://
java.sun.com/j2se/1.4.2/docs/guide/jndi/jndi-Idap.htmI#POOL | page.

* activate the Fast bind connection mode for Active Directory

a specific LDAP control can be activated against Active Directory server. more details on it here:
Active directory LDAP server fast bind mode documentation

<option>

<nane>pr eaut h. f ast Bi ndConnect i on</ nane>
<val ue>true</ val ue>

</ option>

application server JNDI lookup

connections can be retrieved via the application servers INDI system. to specify which name must be
used to grab the context, you have to use after the prefix, the jndi name.

<opti on>
<name>pr eaut h. j ndi </ nane>
<val ue>nyDs</ val ue>

</ opti on>

description

different use cases are possible, depending on how to find the Distinguished Name(DN), which isthe
path to the user Entry.this DN will be used to :

» authenticate the user
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» grabitsassociated credentials.
direct authentication (auth mode)

authentication parameters startswith the ‘aut h. ' prefix. the DN isknown, directly from theuser DN
parameter and the user login. for example,

<opti on>

<nanme>aut h. user DN</ nane>

<val ue>dc=com dc=nyconpany, ou=nysecti on, cn={ 0} </
val ue>

</ opti on>

the { 0} will be replaced by the login provided by the user.
pre-authentication (preauth mode)

when the user DN cannot be known, a first search should be done to know what is the DN.
authentication parameters starts with the 'pr eaut h. ' prefix.

* base DN

this parameter defines from which Distinguished Name (path) starts the search.

<option>
<nane>pr eaut h. sear ch. base. dn</ nane>
<val ue>dc=nyconpany, dc=conx/ val ue>
</ opti on>

* search filter

this parameter define the LDAP filter used to locate the DN of the user.

<option>

<nane>pr eaut h. search. filter </ nane>

<val ue>( & samAccount Nanme={ 0} ) (
(proxyAddr esses=*))) </ val ue>

</ opti on>

« search scope

for object scope, use 0. for one level scope, use 1. for subtree scope, use 2.

<opti on>

<name>pr eaut h. sear chcontrol s. sear chscope</
nanme>

<val ue>2</val ue>

</ option>
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which connection use to populate the Subject (user)

usually, jGuard reuses the connection used to authenticate the user, to do alookup on the user entry.
sometimes, it can be useful to grab the informations directly from the LDAP entry found to know the
user DN. to do it, you have to include this parameter:

<option>
<nane>cont ext f or conmi t </ nane>
<val ue>t rue</val ue>

</ option>

complete configuration example with pr eaut h

inyour j Guar dAut hent i cati on. xml file:

<l ogi nModul e>

<nane>net . sf.j guard. ext. aut henti cati on. | ogi nnodul es. JNDI Logi nMbdul e</ nane>
<f | ag>REQUI RED</ f | ag>
<l ogi nModul eOpt i ons>
<option>
<nane>pr eaut h. j ava. nam ng. factory.initial </ name>
<val ue>com sun. j ndi . | dap. LdapC xFact or y</ val ue>
</ opti on>
<option>
<nanme>pr eaut h. j ava. nam ng. provi der . ur | </ nanme>
<val ue>l dap: //your conpany. com 389</ val ue>
</ option>
<option>
<nane>j ava. nam ng. security. aut henti cati on</ name>
<val ue>none</ val ue>
</ opti on>
<option>
<nane>pr eaut h. sear chcontrol s. sear chscope</ nane>
<val ue>2</val ue>
</ opti on>
<opti on>
<nane>pr eaut h. sear ch. base. dn</ nane>
<val ue>dc=st uf f, dc=conx/ val ue>
</ option>
<opti on>
<nane>pr eaut h. search. filter </ nane>
<val ue>( & samAccount Name={ 0}) (! ( pr oxyAddr esses=*))) </
val ue>
</ opti on>
<opti on>
<nane>aut h. j ava. nam ng. factory.initial </ name>
<val ue>com sun. j ndi . | dap. LdapC xFact or y</ val ue>
</ option>
<option>
<nane>aut h. j ava. nam ng. provi der . url </ nane>
<val ue>| dap: // your conpany. com 389</ val ue>
</ opti on>
<option>
<nane>aut h. j ava. nam ng. security. aut henti cati on</ nane>
<val ue>si npl e</ val ue>
</ opti on>
<opti on>
<name>cont ext f or conm t </ nanme>
<val ue>t rue</ val ue>
</ option>
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</ | ogi nModul eOpt i ons>
</ | ogi nModul e>

<l ogi nModul e>

<nanme>net . sf.j guard. ext. aut henti cation. | ogi nnodul es. JNDI Logi nMbdul e</ nane>
<fl ag>REQUI RED</ f | ag>
<l ogi nModul eOpt i ons>
<option>
<name>pr eaut h. j ava. nam ng. factory.initial </ name>
<val ue>com sun. j ndi . | dap. LdapC xFact or y</ val ue>
</ opti on>
<option>
<nane>aut h. j ava. nam ng. provi der . ur| </ nanme>
<val ue>l dap://168. 12. 45. 88: 389</ val ue>
</ option>
<option>
<nane>aut h. j ava. nam ng. securi ty. aut henti cati on</ nane>
<val ue>si npl e</ val ue>
</ opti on>
<option>
<name>aut h. j ava. nam ng. security. aut henti cati on</ name>
<val ue>si npl e</ val ue>
</ opti on>
<option>
<nane>com sun. j ndi . | dap. connect . pool </ name>
<val ue>t rue</ val ue>
</ option>
<opti on>
<name>com sun. j ndi . | dap. connect . pool . pr ef si ze</ nane>
<val ue>5</val ue>
</ opti on>
<option>
<name>cont ext f or conm t </ nanme>
<val ue>f al se</val ue>
</ opti on>
<opti on>
<nane>aut h. user DN</ nanme>
<val ue>{ 0} </ val ue>
</ option>
</ | ogi nModul eOpt i ons>
</ | ogi nModul e>

4.3.3.2.5. Certificate-based LoginModules

jGuard looksinto the X509 Certificate provided by the user and checksagainst the Certificate Authority
its validity (with the loginMoules described below). When the certicate is valid, jGuard uses the
informations present in it to populatethej avax. securi ty. aut h. Subj ect .

Note

jGuard only handlethefirst certificate provided by the user (theorically, auser can provide
multiple certificates at the same time).

e uniquelD
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If the certificate field subj ect Uni quel D is present in the certificate, jGuard create
a credential called uni quel D in the j avax. security. aut h. Subj ect. this field is
OPTIONAL in the certificate. jGuard use the method get Subj ect Uni quel D from the class
java. security.cert. X509Certifi cat e tograbthisinformation.

» aternative names

if aSubj ect Al t Narre extension is present in the certificate, jGuard grab the subject alternatives
nameswiththemethod get Subj ect Al t er nat i veNanes, and createfor each alternative name
a credential with the name al t er nat i veNanme#aSequenceNunber . Subj ect Al t Nane
extension in certificate is OPTIONAL.

» X500 principal

jguard grab a principal object from the field subj ect in the certificate, with the method
get Subj ect X500Pr i nci pal method,and put itintothePri nci pal s set of the Subj ect .

| mportant
thisfield in the certificate is REQUIRED.

When you usetheJdbcLogi nnodul e (or Xm Logi nMbdul e) in conjunction with
a certificate-related loginModule, jGuard will check this value against the value of the
credential called 'l ogi n'.

what about certificate informations and other LoginModules?

you can use other loginModules like XM.Logi nMbdul e and JdbcLogi nnodul e in
collaboration with CRLLogi nibdul e or OCSPLogi nModul e. in others authentication schemes,
i.eFORMBASI C, orDl GEST, the user actively send its login and password informations. These
informations are used by XM_Logi nMbdul e or JdbcLogi nnodul e to check if the user eixsts
and if its password is valid. after this step, it populates the Subj ect with some informations from
the Datasource (XML or Database). with CLI ENT- CERT authentication, the mechanism is in the
same way. the only difference is that the user automatically send its login and other information with
its certificate. No password are required, because some powerful cryptographic mechanisms check
the validity of the certificate. so, when the user transmit its certificate, jGuard populate the Subject
with a X500Pr i nci pal object. jGuard use the String returned by the get Nane method of the
X500Pr i nci pal storedinthe Subj ect asthelogininformation.

what precise informations are required in the X509 certificate?

to summarize, the only information required in the certificate is the 'subj ect ' field. the value of
'subj ect 'field should bea'di sti ngui shed nane' (DN), compliant with the RFC 2253 [http://
www.ietf.org/rfc/rfc2253.txt]. to have more informations on certificate structure(which fields can be
inserted), you can look towards theRFC 2459 [http://www.ietf.org/rfc/rfc2459.txt].

4.3.3.2.6. CRLLoginModule

description

ThisloginModul e permits an authentication based on X509 certificates: it validatestheircer t Pat h,
and checks if some of them are revoked against a CRL  [http://en.wikipedia.org/wiki/
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Certificate_revocation list] (Certificate Revocation List) which lists certificates that has been revoked
bytheCertificate Authority (CA) beforetheir scheduled expiration date.

parameters

Note

Note this certificate validation mechanism is not based on rea-time mechanism: the
accuracy of this mechanism is based on the CRL generation frequency of the Certificate
Authority. If you authenticate successfully a user, but the CRL used to check it istoo old,
you will have a security threat.

These parameters comesfrom the PKI XPar anet er s [http://java.sun.com/j2se/1.4.2/docs/api/javal
security/cert/PK I X Parameters.html] javaclass: parameters description comes from the JDK'sjavadoc.

debug

This optional parameter, when set to t r ue, activate the debug mode (provide more logs to detect
easily misconfiguration).

certPathAnyPolicylnhibited

Sets state to determine if the any policy OID should be processed if it is included in a certificate.
canbet rue orf al se, and default valueisf al se if not set.

certPathExplicitPolicyRequired

If thisflagist r ue, an acceptable policy needsto be explicitly identified in every certificate. default
valueisf al se.

certPathPolicyM appingl nhibited
If thisflag ist r ue, policy mapping isinhibited. default valueisf al se.
certPathPolicyQualifiersRejected

f this flag ist r ue, certificates that include policy qualifiers in a certificate policies extension
that ismarked cri ti cal are rgjected. If the flag isf al se, certificates are not rejected on this
basis.Applications that want to use a more sophisticated policy must set thisflag tof al se.Default
valueistrue.

Note

Note that the PKIX certification path validation algorithm specifies that any policy
qualifier in a certificate policies extension that is marked criti cal must be
processed and validated. Otherwise the certification path must be rejected. If the
policyQualifiersRejected flag is set to fase, it is up to the application to
validate all policy qualifiersin this manner in order to be PKIX compliant.

certPathRevocationEnabled

If this flag ist r ue, the default revocation checking mechanism of the underlying PKIX service
provider will be used. If this flag isf al se, the default revocation checking mechanism will be
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disabled (not used).When a PK1XParameters object is created, thisflag is set tot r ue. This setting
reflectsthe most common strategy for checking revocation, since each service provider must support
revocation checking to be PKIX compliant. Sophisticated applications should set thisflagtof al se
when it is not practical to use a PKIX service provider's default revocation checking mechanism or
when an alternative revocation checking mechanism is to be substituted.Default valueist r ue.

certPathSigProvider

Setsthe signature provider's name. The specified provider will be preferred when creating Signature
objects. If null or not set, the first provider found supporting the algorithm will be used.

certPathCrlPath

if thisvalue is defined, it grabs the CRL from afile and add it to the CRLs collection. the value is
a system-dependent fileName.

certPathUrl CrlPath

if thisvalueis defined, it grabs the CRL from an HTTP URL and add it to the CRL s collection.
trustedCaCertsDirPath

this directory path must contain Trust ed certificates tobuildTrust Anchors.
securityProvider

a security provider class name to use. default value is
or g. bouncycast! e.j ce. provi der. BouncyCast | eProvi der.

certPathCertStoreType

define from which source the certstore will retrieve certificates and CRLSs. value can be LDAP or
Col | ecti on.

certPathL dapServerName

server name used to grab certificates and CRL S for the certstore.default valueis| ocal host .
certPathL dapServerPort

server port used to grab certificatesand CRLS for thecer t st or e. default valueis 389.
javax.net.ssl.trustStore

file path of thet r ust St or e.

javax.net.ssl.trustStorePassword

password protecting accessto Tr ust St or e data present in thefile.

keyStorePath

file path of thekey St or e.

keyStorePassword
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password protecting accessto key St or e data present in the file.
» keyStoreType

valid types can be those returned by the
java.security. Security.getAl gorithnms("KeyStore")
attribute(JKS,JCEK S,PKCS12, PKCS11 (Java crypto device), CMSKS, JCERACFKS ...

4.3.3.2.7. OCSPLoginModule

description

This loginModule permits an authentication for your web application based on X509 certificates: it
validatestheir cer t Pat h, and checksif some of them are revoked against a OCSP mechanism. this
mechanism permits real-time certificate revocation check.

parameters
e ocspSearverURL
URL of the server which rpovide OCSP validation service .this parameter is mandatory.
* IssuerCACertLocation
location of the certificate of the issuer Certificate Authority.
» OcspSignerCertLocation

location of the certificate of the OCSP signer.
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OCSPLoginModule declaration

Example 4.4. configuration of OCSPLoginModule into a fragment of
jGuardAuthentication.xml

<l ogi nModul e>

<nane>net . sf.j guard. ext. aut henticati on. | ogi nnodul es. OCSPLogi nMbdul e</ nane>
<f| ag>REQUI RED</ f | ag>
<l ogi nModul eOpt i ons>
<option>
<nane>debug</ name>
<val ue>t rue</ val ue>
</ opti on>
<option>
<nane>ocspSer ver URL</ nane>
<val ue>http://127.0. 0. 1: 8080/ ej bca/ publ i cweb/
st at us/ ocsp</ val ue>
</ opti on>
<option>
<nane>| ssuer CACert Locat i on</ nane>
<val ue>/ hone/ user/certificates/ Adm nCAl. der </

val ue>

</ opti on>

<opti on>

<name>CcspSi gner Cert Locat i on</ nanme>

<val ue>/ hone/ user/certificat es/ Adm nCAl. der </
val ue>

</ option>
</ | ogi nModul eOpt i ons>
</'| ogi nModul e>

4.3.3.2.8. JCaptchalLoginModule

description

since jGuard0.80, this loginModule permits to validate a user against a CAPTCHA (Completely
Automated Public Turing test to tell Computers and Humans Apart), to determineif the user is human
or not.

generate the Captcha

to use this loginMaodule, you need firstly to insert in your login page, this kind of code to generate an
image containing the challenge:

<inmg id="captcha" src="<htm :rewite action='/Captcha.do'/>" />

note this code is used with the Struts framework, because we use the html:rewrite taglib to generate
the url to access to the Captcha Action which will generate theimage. but you can use any framework
to do the same thing. to permit the user to answer to the challenge, you need also to insert in your
login form, the related fields:

<di v>
<l abel for="captchaAnswer">capt chaAnswer (required)</
| abel >
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<i nput id="captchaAnswer" type="text" val ue=""
si ze="30" nane="capt chaAnswer"

t abi ndex="3" />

</ di v>

validate the Captcha

to use thisloginMoule, you need to insert in your JGuardConfiguration.xml file, this declaration:

<l ogi nModul e>

<nane>net . sf.j guard. aut henti cati on. | ogi nnodul es. JCapt chaLogi nMbdul e</ nane>
<f | ag>REQUI RED</ f | ag>
</ | ogi nModul e>

Note

note that you can use other flags,depending on your needs.

Captcha library used

this loginModule use to generate and validate the Captcha, the JCaptcha open source library. Note
that the archive shipped with the distribution is not the last rel ease; we use only the JCaptcha 1.0 RC2
release: since the releasel.0 RC3, the JCaptcha project has changed its licence from LGPL to GPL,
which prevents us to ship it with jGuard (licensed under theLGPL). But we've tested jGuard with
JCaptcha 1.0 RC3 or higher successfully, so we advice you to use this JCaptcharelease if you accept
that your application will be under the GPL umbrella.

Note

JCaptchateam has produced other rel eases under the LGPL licence.So, you can use these
releases with jGuard, but be aware that JCaptcha need a Java 5 or higher VM to work.

CAPTCHA example

Example 4.5. CAPTCHA example generated with JCaptcha

4.3.3.2.9. implements your own loginModule

you can add your own loginModule on the authentication loginModules list. To do it, you have to
implementsthej avax. security. aut h. spi . Logi nMbdul e interface.

to authenticate a user against a store shipped with an Aut hent i cat i onManager , you have to
inherit from
net.sf.jguard. core. aut henti cati on. | ogi nnodul es. User Logi nhMbdul e.
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4.3.4. javax.security.auth.login.Configuration

this class defines which loginModules are involved in the authentication process, for a defined
application (identified by its name). Each application has its own loginModules stack. With some
special keywords to customize the mechanism.

4.3.5. javax.security.auth.Subject

Object resulting from a successful authentication. it represents a"real" entity like a user, a machine,
and so on.... it contains some Principals and some credentials present in relative Sets.

 Principals are often considered as | dentities (one user can have more than one identity) or roles.

« Credentials are user's attributes specific to him. it can be afirst name, a credit card number, a birth
date....

credentials are present either in a public credential Set or a private credential set (accessto themis
protected by aPri vat eCr edent i al Per m ssi on).

4.3.6. java.security.Principal
4.3.6.1. RolePrincipal

subject, which represents authenticated user, contains its own credentials, and aso
some Principals. the main implementation of principal provided in Subject by jGuard
is net.sf.jguard. core. principals.Rol ePrincipal ; this class represent arole, a
responsability granted to the user.

4.3.6.2. Organization

Another implementation provided is net . sf. j guard. core. princi pal s. Organi zati on
;it represents the entity which grants the user to use the application.Every user has got
an Organization and only one. This feature permits to handle in your application multiple
organization support;Rol ePri nci pal s are owned by organization declared in your application.if
no Organization are declared, users are linked with a default organization.

4.3.7. Dynamic role definition

jGuard provides a mechanism that alows to automatically enable or disable a role (RolePrincipal)
based on user credentials. Thisfeatureisdefined intheattribute“definition” of  principal Ref” tag. This
attribute must evaluate “true” or “false”. For example, we could have in jGuardUsersPrincipals.xml
the following:

<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
<aut hentication xm ns="http://jguard. sourceforge. net/xsd/
j QuardUser sPrinci pal s_2. 0. 0. xsd"
xm ns: xs="http://wwmw. w3. or g/ 2001/ XM_Schena- i nst ance"
xs: schenalLocati on="http://]j guard. sour cef orge. net/ xsd/
j QuardUser sPrinci pal s_2. 0. 0. xsd
j GuardUsersPrincipals_1.1.0.xsd">
<princi pal s>
<princi pal >
<name>adm n</ nane>
<cl ass>net . sf.jguard. core. princi pal s. Rol ePri nci pal </ cl ass>
<appl i cati onName>j guar d- st r ut s- exanpl e</ appl i cati onNane>
<or gani zat i onRef >nmyent er pri sel d</ or gani zat i onRef >
</ principal >
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active="true"/>

<princi pal >

<nane>guest </ nane>

<cl ass>net . sf.jguard. core. princi pal s. Rol ePri nci pal </ cl ass>
<appl i cati onName>j guar d- st r ut s- exanpl e</ appl i cati onName>
<or gani zat i onRef >syst enx/ or gani zat i onRef >

</ princi pal >

<princi pal >

<nane>r ol e3</ nane>

<cl ass>net . sf.jguard. core. princi pal s. Rol ePrinci pal </ cl ass>
<appl i cat i onName>anot her Appl i cati on</ appl i cati onNane>
<or gani zat i onRef >syst enx/ or gani zat i onRef >

</ princi pal >

</ princi pal s>

<user s>

<user >

<privat eCredenti al s>

<credenti al >

<i d>l ogi n</i d>

<val ue>adm n</ val ue>

</credential >

<credenti al >

<i d>passwor d</i d>

<val ue>adm n</ val ue>

</credential >

</ privateCredential s>

<publ i cCredenti al s>
<credenti al >

<i d>firstnane</id>
<val ue>Ri ck</val ue>
</credential >
<credenti al >

<i d>| ast nane</i d>
<val ue>Danger ous</ val ue>
</ credential >
<credenti al >

<i d>l ocati on</i d>
<val ue>Pari s</ val ue>
</ credential >

</ publ i cCredenti al s>

<princi pal sRef >
<princi pal Ref nane="adni n" appl i cati onName="j guar d- st rut s- exanpl e"
definition="${subject.publicCredentials.location.contains('Paris')}"

<princi pal Ref nane="rol e3" appl i cati onName="anot her Appl i cati on"/>
</ princi pal sRef >

<or gani zat i onRef >syst enx/ or gani zat i onRef >
</ user >

<user >

<privateCredential s>

<credenti al >

<i d>l ogi n</i d>

<val ue>guest </ val ue>

</ credential >

<credential >

<i d>passwor d</i d>

<val ue>guest </ val ue>

</credential >

</ privat eCredential s>

<publ i cCredenti al s/ >

<pri nci pal sRef >

<princi pal Ref name="guest" applicati onName="j guard-struts-exanple" />
</ princi pal sRef >

<or gani zat i onRef >syst enx/ or gani zat i onRef >
</ user >

</ user s>
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<organi zati ons>

<organi zati onTenpl at e>

<user Tenpl at e>

<privat eRequi redCr edenti al s>

<credTenpl at el d>l ogi n</ credTenpl at el d>

<credTenpl at el d di gest Needed="t r ue" >passwor d</ cr edTenpl at el d>

</ privat eRequi redCredenti al s>

<publ i cRequi r edCr edenti al s>

<credTenpl at el d>fi r st nane</ cr edTenpl at el d>

<credTenpl at el d>| ast nane</ cr edTenpl at el d>

<credTenpl at el d>l ocati on</ cr edTenpl at el d>

</ publ i cRequi r edCr edenti al s>

<privat eOpti onal Credenti al s>

<credTenpl at el d>country</credTenpl at el d>

<credTenpl at el d>rel i gi on</ credTenpl at el d>

</ privateOptional Credenti al s>

<publ i cOpti onal Credenti al s>

<credTenpl at el d>hobbi es</ cr edTenpl at el d>

</ publ i cOpti onal Credenti al s>

<pri nci pal sRef >

<princi pal Ref name="adm n" applicati onName="j guar d- struts-exanple"/>
<princi pal Ref nane="rol e3" appl i cati onName="anot her Appl i cati on"/>
</ princi pal sRef >

</ user Tenpl at e>

<credenti al s>

<credTenpl at el d>i d</ cr edTenpl at el d>

</credential s>

<pri nci pal sRef >

<princi pal Ref nanme="adm n" applicati onNanme="j guard- st ruts-exanpl e"/>
<princi pal Ref name="rol e3" applicati onName="anot her Application"/>
</ princi pal sRef >

</ organi zati onTenpl at e>

<organi zati on>

<user Tenpl at e>

<privat eRequi redCr edenti al s>

<credTenpl at el d>l ogi n</ credTenpl at el d>

<credTenpl at el d di gest Needed="t r ue" >passwor d</ cr edTenpl at el d>

</ privat eRequi redCr edenti al s>

<publ i cRequi r edCr edenti al s>

<credTenpl at el d>fi r st nane</ credTenpl at el d>

<credTenpl at el d>l ast nane</ cr edTenpl at el d>

<credTenpl at el d>l ocati on</ credTenpl at el d>

</ publ i cRequi r edCr edenti al s>

<privat eOpti onal Credenti al s>

<credTenpl at el d>count ry</ credTenpl at el d>

<credTenpl at el d>rel i gi on</ credTenpl at el d>

</ privateOptional Credenti al s>

<publ i cOpti onal Credenti al s>

<cr edTenpl at el d>hobbi es</ cr edTenpl at el d>

</ publ i cOpti onal Credenti al s>

<princi pal sRef >

<princi pal Ref nane="adni n" appl i cati onName="j guar d- st ruts-exanpl e"/>
<princi pal Ref nanme="rol e3" appli cati onName="anot her Appl i cati on"/>
</ princi pal sRef >

</ user Tenpl at e>

<credenti al s>

<credenti al >

<id>id</id>

<val ue>syst enx/ val ue>

</credential >

<credenti al >

<id>creation date</id>

<val ue>1965</ val ue>

</ credential >

</credential s>

<princi pal sRef >

<princi pal Ref applicati onName="j guard-struts-exanpl e" nane="guest"/>
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<princi pal Ref nane="adni n" appl i cati onName="j guar d- strut s-exanpl e" />
</ princi pal sRef >

</ organi zat i on>

</ organi zati ons>

</ aut henti cati on>

The application could provide away to allow the user to changeits credential “loggedProject” between
“ProjectA” and “ProjectB”. If the users chooses “ProjectA”, jGuard will automatically enable those
roles where attribute “ definition” evaluates “true”. Y ou could use more complex expressions using
logical operators, for example:

(subj ect. publicCredential s. | oggedProj ect.contains('ProjectA) ||

subj ect . publ i cCredenti al s. | oggedPr oj ect. contai ns(' ProjectB')) &&
subj ect. privateCredential s. | ogin.contains('userA")

4.3.7.1. synthax

jguard uses the jakarta commons JEXL project expression library to provide expressiveness on

contextual variables. this project has got a syntax page: http://jakarta.apache.org/commons/jex|/
reference/syntax.html

4.3.7.2. How to get/set role definition by code

Y ou can get role definition using:
Rol ePri nci pal ppal =

(Rol ePrinci pal ) Aut henti cati onManager Fact ory. get Aut henti cati onManager () . get Rol e(subj ect,
rol e,

appl i cati onNane) ;
String roleDefinition = ppal.getDefinition();

And you can set role definition using:

Aut hent i cati onManager Fact ory. get Aut henti cati onManager () . updat eRol eDef i ni ti on(subj ect,
rol eNane,

appl i cati onNanme, rol eDefinition);

4.4. password encryption

4.4.1. principle

jGuard can use a cryptographic hash  function [http://en.wikipedia.org/wiki/
Cryptographic_hash_function] to avoid password to be stored in clear on the server. Thisfunction has
the characteristic to produce a unique digest of any string. So, a password 'secr et 1' will produce
with one of these functions a digest like '1gELr . a password 'secr et 2" will produce a digest like
'sF42'. For each password, a different digest will be produced. So,each original password will have
its unique digest.

another characteristicisthat itisvery difficult to know which password istheorigin of arelated digest .
So, if we store 'digested' password and not the original, anyone which will read these ones will not
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have the original password. But when we receive the password from the end user, we calculate the
digest of it, and compare it with the one stored on the webapp using jGuard.

4.4.2. supported algorithms

Cryptographic hash functions aso caled MessageDi gest al gorithns, are
available in Java. Different algorithms are supported. Y ou need to refer to the documentation of your
JVM vendor, especially theJava Crypt ography Architecture section. For example, many
JVM vendors provides these algorithms:

« MD2

« MD5

* SHA-1
* SHA-256
» SHA-384
* SHA-512

Other ones are also available. To use one algorithm in jGuard, you have to use the right code related
to the agorithm chosen like the ones listed above. To use this algorithm, you have to uncomment
the di gest Al gori t hmmarkup in the j Guar dAut hent i cati on. xm file and put into your
messageDigest algorithm code.

<di gest Al gori t hm>MD5</ di gest Al gori t hne

4.4.3. salted passwords

password saltingis described on wikipedia [ http://en.wikipedia.org/wiki/Password_salting]. Password
are impossible to know if you have only their digest. But if you store the digest of some popular
password and the origin in some big tables, you can lookup easily the origin based on the digest. These
tablesarecalled r ai nbow t abl es [http://en.wikipediaorg/wiki/Rainbow_tables] .

Password salting is used to prevent some attackers to use rainbow tables. These tables are based on a
known password origin. But if you modify the originwith a'sal t ' specific to your application, it will
be impossible to create rainbow tables with all the possibilities of salt.

For example, if you concatenate 'passor d1' with the salt 'sal t 1' before to calculate the digest,
the result will be different and very difficult to know. To use salt in conjunction of digest algorithm
functions (you cannot only use salt without digest algorithm), you have to uncomment in the
jGuardAuthentication.xml filethe salt markup and put into it the salt chosen. Be aware that sometimes,
some rainbow tables also contains some short salts. To be very safe, you should use long salts.

<sal t >qsd846ss2q6ds4</sal t >
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Note

Registration is an optional processin jGuard. to not useit, don't configure it.

5.1. Configure the registration requirements

when you want a user register in your application, you have to define which informations he need to
fill in. for example, he need to provide a chosen login, a password, a first name, a last name and so
on... but all theseinformations are not always required; some of them can be optional.In the sasmeway,
these informations can be either public orprivate; they can be read from anyone (first name) or kept
secret (credit card number). So, asubj ect Tenpl at e isnot auser but atemplate for defining auser.

these requirements are configured in your datasource (XML or database), and used to build a
Subj ect Tenpl at e object too.

5.2. validate the registration requirements

during the registration, a user submit the required information to your application; these informations
are used to build a user candidate. this candidate is also expressed asa Subj ect Tenpl at e.

A subj ect Tenpl at e which define global requirements to register a user (must have for
example a | ogin and password and a city credentia), is aso used to validate other
subj ect Tenpl at e which are user candidates.if cr edent i al s provided by the candidate user
(expressed also as aSubj ect Tenpl at e), are not listed in the subj ect Tenpl at e, they will
be ignored. if the credentials marked asr equi r ed, are not provided, the registration will fails.
The Subj ect Tenpl at e should also contains an 'l dent i ty' crendetial, which is a credential to
uniquely identify a user(prevents identity stealth).

Note

this autovalidation mechanism is also used with java permissions with their 'i npl i es’
method.
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6.1. Authorization Mechanism

6.1.1. description

Authorization part is involved to determine which resour ces will be accessible from an
authenticated user. jGuard uses an Access Control model which involvestheuseof r ol es domai ns
and per ni ssi ons concepts.

Roles are present in authentication and authorization parts, and represent the unique link between
these two parts.

To configure authorization of your web application, you haveto:
« defines your application resources

you can divide your application into resources by different ways, depending on your architecture
style and environment.

e you want to prevent auser to executeapri vi | eged code

this privileged code can beinthelocal VM or in another one (via RMI [http://en.wikipedia.org/
wiki/Java_Remote_Method_Invocation] ,JINI, or Web service with SOAP, for example); your
resources will be Java methods, i.e you want to prevent unauthorized users to execute some
specific methods. This approach isJava code centri ¢, and often used with standalone
applications.

For distributed applications, the RPC [http://en.wikipedia.org/wiki/Remote procedure call]
architecture style aims to calls remote methods. This style tries to achieve call transparency by
hiding ther enpt e characteristic of theinfrastructure. So, with RPC architecture like Java'sRMI,
client code thinks call code locally but remotely.

* yOu want to prevent a user to use aresource

this way is often used in web applications, by representing a resource with anURL. This
architecture style is often known as the RESTarchitecture style. So, you have to identify which
URLs you want to protect (often al of them).

* Map your resources to permissions

Permissionsareasecurity vi ewof your resources: it represents which actions you can do on
your resources. So, you can map one resource to a permission, or multiple resourcesto apermission.
You can protect your application with any j ava. security. perm ssi on subclasses, either
permissions provided by JDK or jGuard, or custom permissions subclasses implemented by you;
jGuard will persist and use any of them.

whichj ava. security. perm ssi on subclass use for the architecture style I've chosen?

 to secure a privileged method, you can use any Business permission code by your own. For
example, you can defineacom myconpany. security. Account Permi ssi on subclass
which will have anane (of the account) and act i ons (get Tot al , bal ance and soon...).
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e to secure resource, jGuard provides a permission implementation based on URL:
URLPer m ssi on.

« definesthe roles of your web application

you need to definewhich roleswill use your application. aroleisafunctional entity used to describe
the activity of a set of person which will use your application.

Note

a good practice is to define some roles| ocal to your application. Sometimes, users
want to define roles with a scope gl obal to an enterprise : this work can be time-
consuming and unproductive. So, wethink you should be aware beforetrying to achieve
this role unification across multiple applications.

e map rolesto permissions
java.security.Policy,principal ,permission....

the default implementation provided delegates all security check to the current
java. security. Pol i cy implementation.

6.1.2. configuration
Authorization configuration in jGuard, isdone viathej Guar dAut hori zati on. xm file.
goals of this configuration fileisto:

» define the authorization scope

<scope>| ocal </ scope>

* enable/disable permission resolution caching

<per m ssi onResol uti onCachi ng>t rue</ per m ssi onResol uti onCachi ng> ‘

permission resolution expressions (used in contextual permisisons) mechanism can be sometimes
time-consuming. to speed-up this mechanism, jGuard proposes to cache resolved expressions, via
the cache library ehcache. [http://www.ehcache.sf.net]

Sometimes, you can have some issues with caching mechanism used by jGuard, if you use other
libraries which already use ehcache like Hibernate [http://www.hibernate.org] for example. To
confirm this hypothesis, you have to inactivate cache mechanism and see if it solves your problem
(performances can be lower, but not in a dramatic way).Ehcache need to be configured only one
time. to fix this issue, you can enable caching mechanism in jGuard and include in the ehcache
master configuration filethis configuration part (cache names need to be followed strictly, but other
parameters can be tweaked):

<cache nane = "unresol vedPer niToNeededExpr essi ons"
maxEl ement sl nMenor y="10000"
eternal ="fal se"
over f | owToDi sk="f al se"
ti meTol dl eSeconds="120"
ti meToLi veSeconds="120"
di skPersistent="fal se"
di skExpi ryThr eadl nt er val Seconds="120"
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/>

<cache nane = "unresol vedPer mMndVal uesToResol vedPer nt'
maxEl ement sl nMenor y="10000"

eternal ="fal se"

over f | owToDi sk="f al se"

ti meTol dl eSeconds="120"

ti meToLi veSeconds="120"

di skPersi stent="fal se"

di skExpi ryThr eadl nt er val Seconds="120"

/>

* define the AuthorizationManager implementation and its options

<aut hori zat i onManager >net . sf . j guard. ext . aut hori zat i on. manager . Xm Aut hori zat i onManager </
aut hori zat i onManager >
<aut hori zat i onManager Opt i ons>

6.2. AuthorizationManager

6.2.1. description

AuthorizationManager implementations are dedi cated to the web applications developer.
6.2.2. implementations
6.2.2.1. XMLAuthorizationManager
6.2.2.1.1. description

thisAut hori zat i onManager implementation permits an XML file authorization method.
6.2.2.1.2. parameters

« fileLocation

This parameter must be placed in the AccessFilter parameters list, in the web.xml file. The location
must begin with the "file://" prefix. You should also use the "${j ava. hone}" and the ${/}
variables to have a more flexible configuration.

Example 6.1. fileL ocation parameter example

file://C:/j@uardPrincipal sPerm ssi ons. xmi
6.2.2.2. JdbcAuthorizationManager

6.2.2.2.1. description

JdbcAuthorizationManager tries to connect to the needed tables. If no one are found, it creates them
automatically. Also, it queries the tables to found data. If not data are found, it insert into them data
from the XML backend present in the same directory.
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Note

since 0.70 release, al database-based Aut hor i zat i onManager have been removed
and replaced by JdbcAut hori zat i onManager .

6.2.2.2.2. parameters
» ApplicationName
* fileLocation

location of the properties file corresponding to the database. This properties file contains SQL
queries related to your database. The Oracle properties one, isvalid for oracle 9i and higher.

Example 6.2. fileL ocation example

file:///pathToMyConfigurationFile.properties

« authorizationUrl

aJDBC compliant URL used to connect directly to the database.

Example 6.3. authorizationUr| example

j dbc: oracl e: thi n: @weet Hone. net : 1521: dbNane

 authorizationLogin

login used to connect to the database with the authorizationUrl.
* authorizationPassword

password used to connect to the database with the authorizationUrl.
« INDI

JNDI name used to grab the datasource. This way is an aternative to the authorizationUrl.

Note

the best way in a web application use case, is to use the Datasource provided by
the application server via JNDI, instead of connecting directly with JDBC parameters
to the database. If your are in a web application use case, you should use the JNDI
parameter instead of the authorizationUrl, authorizationL ogin and authorizationPassword
parameters.

6.2.2.2.3. configuration with driver parameters

<confi guration>
<aut hori zati on>
<l-- 'local' or '"jvm -->
<scope>| ocal </ scope>
<per m ssi onResol uti onCachi ng>t rue</
per m ssi onResol uti onCachi ng>

jGuard 2.0.0 40



Java authorization

<aut hori zat i onManager >net . sf . j guar d. aut hori zat i on. JdbcAut hori zat i onManager </

aut hori zati onManager >

val ue>

<aut hori zat i onManager Opt i ons>

<option>

<name>dat abaseDri ver </ name>

<val ue>com nysql . j dbc. Dri ver </ val ue>

</ opti on>

<option>

<nane>dat abaseDri ver Ur | </ name>

<val ue>j dbc: nysql : //10. 0. 0. 10/ j guar dexanpl e</ val ue>
</ option>

<opti on>

<nane>dat abaseDri ver Logi n</ nane>

<val ue>j guar d</ val ue>

</ opti on>

<option>

<nane>dat abaseDri ver Passwor d</ nanme>

<val ue>j guar d</ val ue>

</ opti on>

<option>

<nane>aut hori zati onXml Fi | eLocat i on</ name>

<val ue>WEB- | NF/ conf/j Guar d/ j Guar dUser sPri nci pal s. xm </ val ue>
</ option>

<opti on>

<nane>aut hori zat i onDat abaseFi | eLocat i on</ nane>

<val ue>WEB- | NF/ conf/j Guar d/ aut hori zati on. nysql . properti es</

</ opti on>

</ aut hori zati onManager Opt i ons>
</ aut hori zati on>

</ confi guration>

6.2.2.2.4. configuration with JNDI Datasource

<aut hori zat i onManager >net . sf . j guard. aut hori zati on. JdbcAut hori zat i onManager </

aut hori zati onManager >

<aut hori zat i onManager Opt i ons>

<opti on>

<name>JNDI </ nane>

<val ue>j ava:/ conp/ env/j guar d</ val ue>
</ option>

</ aut hori zati onManager Opt i ons>

6.2.2.2.5. DataModel
Tables and Fields
* tables
* jg_permission

* jg_domain

* jg_principal_domain

* jg_principal_permisison
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* jg_app_principal
* jg_principa_hierarchy
Table: jg_permission
 id
the permission’sid.
* class
java.security.Permission subclass used to build this permission.
* name
name of this permission
* actions
parameters of this permission
* domain_id
domain which owns this permission
Table: jg_domain
 id
thedomain’sid.
* name
entitiesin afunctional way this group of permissions.
Table: jg_principal_domain
e domain_id
link to the domain by itsid
e principa_id
link to the principal by itsid
Table: jg_principal_permisison
e permission_id
link to the permission by itsid
* principa_id
link to the principal by itsid

Table: jg_app_principal
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e id
id of principal
* name
name of the principal
e Table: jg_principa_hierarchy
e principa_asc_id
id of one of its principal ascendants (in an RBAC meaning)
e principal_desc_id
id of one of its principal descendants (in an RBAC meaning)

6.2.2.2.6. ER Diagram

Figure 6.1. authorization ER diagram

6.3. Permissions

6.3.1. description

6.3.2. URLPermission

Note

This permission is one possible way to protect webapp resources, but is NOT the only
one. You can represent webapp resources by other java.security.permission subclasses,
and handle them with jGuard too. You can also mix URLPermission with other ones to
protect your webapp.

6.3.2.1. Description

this permission represents the right to access through an URL to a resource on a webapp.
6.3.2.2. Build an URLPermission

URL Permission has got two constructors:

* one single argument constructor required by the Abstract Permission class [http://java.sun.com/
j2se/1.4.2/docs/api/javalsecurity/Permission.htmi]

public URLPerm ssion(String nane)

this constructor cannot be used 'alon€’. Y ou should use the method setActions too to complete the
object.

* one two arguments constructor
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this constructor should be preferred, because its constructs a full URL Permission in one shot.

public URLPerm ssion(String nane, String actions)

the name parameter permits to add to the newly created permission, a custom name to remind
it easily. The actions parameter is a string which contains a list of actions separated by ','(this
constructor is required by the BasicPermission abstract class [http://java.sun.com/j2se/1.4.2/docs/
api/javalsecurity/BasicPermission.html]). Here are the corresponding actions:

o uri
 scheme or protocol (optional, but required if description is present)

* HTTP method (optional), among DELETE,GET,HEAD, OPTI ONS,POST,PUT, TRACE,
orANY/(all methods are authorized).If not method is defined, ANY is automatically set.

* description (optional)
6.3.2.3. Usage

To use anURLPer i ssi on, basically you deal with two methods:i npl i es() and equal s()
e« inplies()

When you create an URLPermission, its URI can be, for example, in the form http://
someur | . domai n or/ someur | . do. However, you probably want to use GET parameters on
that URLS, like ht t p: // soneur | . domai n?par anil=val uel&par an=val ue2. Hereis
the "trick" of URLPer mi ssi on. When you define a base URL for a permission, any permission
derived from it will beimplied. If you have accessto the base URLht t p: / / soneur | . domai n,
certainly you must have accesstothederived ht t p: / / someur | . donai n?par aml=val uel.
The signature of implies() is:

bool ean i npli es(Perm ssion p) ‘

Let's call basePerm the base URL Permission, and derivedPerm the derived one. Using the URLSs
presented before, if you execute:

basePerm i npl i es(deri vedPerm ‘

It will return true. In another example, if you have an URLPermission called perml, with the URI
http://webapp/someurl.do, and another called perm2, with the URI http://webapp/anctherurl.do:

permil. i npli es(pernR) ‘
Will return false, since perm2 cannot be derived from perml
e equal s()

URLPermission has an own implementation of equals(), that tests if a given URL is equals to the
present one. To be equals, the URL must have its name and URL (including parameters) with the
same values of the permission being compared. For example, if you define 2 URLs as following:

URLPer mi ssion perm1 = new ‘
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URLPer m ssion("url _1","http://soneurl.domai n/ pat h1?
par anil=a&par an2=b") ;

URLPer m ssion perm2 = new
URLPer m ssion("url _2","http://soneurl.domai n/ pat hl1?par aml=a&par an=b") ;

Then;

perm 1. equal s(perm 2)

Will return false, because perm_1 has a different name of perm_2 (url_1 !'= url_2). Note that
parameters order doesn't affect the equals mechanism on jGuard.

URLPerm ssion perm1 = new
URLPer m ssion("url _1","http://soneurl . donai n/ pat h1?
par anil=a&par an2=b") ;

URLPer m ssion perm2 = new
URLPerm ssion("url _1","http://soneurl.domai n/ pat hl1?par an2=b&par anl=a") ;

Then:

perm 1. equal s(perm?2) return true

 using the star operator

when you define URL Permissions in your web applications, you can think that thiswork istedious:
on hig webapps, you can have to create many URLPermissions. a trick to reduce the number
of URLPermissions is to use the star operator ,which implies al the URI with the same starting
sequence and any characters placed after the last character before the star.

URLPer m ssion perm1 = new
URLPer m ssion("url _1","http://soneurl .domai n/ pat h1*");

URLPer m ssion perm2 = new
URLPer mi ssion("url _2","http://soneurl.domai n/ pat h1234");

perml. i nplies(pern2) return true

and:

URLPer m ssion perm1 = new
URLPerm ssion("url _1","http://soneurl.domai n/ pat*h1");

URLPer m ssion perm2 = new
URLPerm ssion("url _2","http://soneurl.domai n/ pat h99999h1");

perml.inplies(pern2) return true

| mportant
it isimportant to give a good attention on URL naming.

¢ URL parameters
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If the URL permission is defined with a URI with no query part, the permission implies any
permission with parameters.

URLPer m ssion perm1 = new
URLPer m ssion("url _1","http://soneurl.domai n/ path");

URLPer m ssion perm2 = new
URLPerm ssion("url _2","http://soneurl.domai n/ pat h?par aml=a&par anR=b") ;

perml. i nplies(pern2) return true

If the URI of the URL Permission contains aquery part, the permission implies only the permissions
having the exact same parameters

URLPer m ssion perm1 = new
URLPer m ssion("url _1","http://soneurl.domai n/ pat h?
parani=a");

URLPer m ssion perm2 = new
URLPer m ssion("url _2","http://soneurl.domai n/ pat h?par aml=a&par anR=b") ;

pernml.inplies(pern2) return false

In order to alow at least the permission having the good parameter defined but any values for any
other parameter, use &* at the end of the query part of the URL

URLPer m ssion perm1 = new
URLPer m ssion("url _1","http://soneurl.domai n/ pat h?
paranil=a&");

URLPer m ssion perm2 = new
URLPer m ssion("url _2","http://soneurl.domai n/ pat h?par aml=a&par anR=b&par anB=c") ;

perml.inplies(pern2) return true

Stars can also be used in parameter names or values definition just asin path

URLPer m ssion perm1 = new
URLPerm ssion("url _1","http://soneurl.domai n/ pat h?
par anil=a&par an2=*&pa*3=c") ;

URLPer m ssion perm2 = new
URLPer m ssion("url _2","http://soneurl.donui n/ pat h?par anl=a&par anR=b&par anB=c") ;

pernil. i nplies(pern2) return true

« and what's about star symbol in our URL?

URL can contains the star , without any signification. So, to include it in your URL, you have to
double your star.

URLPer m ssion perm1 = new
URLPer mi ssion("url _1","http://soneurl.domai n/ pat h1*");

this URL will be used by jGuard like aregexp character.
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URLPerm ssion perm1 = new
URLPer m ssion("url _1","http://soneurl.donai n/ pat h1**");

but this URL won't be used by jGuard like a regexp character, and will be evaluated like a URL
with only one star symbol.

6.3.2.4. what's about URLPermission and my web application?

the star operator will not have some impact on the web framework you use (i.e Struts or another one).
AccessFi | t er handle all the HTTP user requests, and handle any trick on star characters. So, you
can use any star character in your URL s without problems outside jGuard configuration.

6.3.3. Contextual permissions

sincel.0 release, jGuard supports ‘cont ext ual ' permissions. It implies that you can refers in
any permissions (subclass of j ava. security. Permni ssi on), to some context variables like
user credentials and roles. Like RBAC design impose that user and permissions mustn't bound
statically,these variables are resolved dynamically. When the user will try to enforce a permission,
jGuard will grab all permissions of the user,including contextual permissions, and will resolve
variables of these permissions. Thus, jGuard will compare the permission enforced with the resolved
ones.

6.3.3.1. syntax

jGuard uses the Jakartacommons JEXL project [http://jakarta.apache.org/commong/jexl/] expression
library to provide expressiveness on contextual variables. This project has got a syntax page:
http://jakarta.apache.org/commons/jex|/reference/syntax.html  [http://jakarta.apache.org/commong/
jex|/reference/syntax.html]

6.3.3.2. examples
e permission refersto credentials

public credentias are referenced with

${ subj ect . publ i cCredenti al s}

private credentials are referenced with

${subj ect. privateCredenti al s}

Perm ssion pl = new
URLPer m ssi on("i ndex", "http://ww. website.com
i ndex. ht ml ?2name=${ subj ect . publ i cCredenti al s. nane}");

Perm ssion p2 = new
URLPer mi ssi on("i ndex", "http://ww. website.com
i ndex. ht Ml ?name=${ subj ect . pri vateCredenti al s. country}");

Perm ssion p3 = new
Fi | ePerm ssion("file://hone/user/
${ subj ect . publ i cCredenti al s. conpany}", "read");

e permission refersto roles
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private credentials are referenced with

${ subj ect . rol es}

» permission refersto organization

organization credentials are referenced with

${ subj ect . organi zati on. credenti al s} ‘

organization principals are referenced with

${ subj ect . organi zati on. pri nci pal s} ‘

6.3.4. how to create its own permission

6.3.4.1. what is a permission?

a Permission is a class which represents an access to one or multiple resources. This class is used by
access Control mechanism to protect your resources. Access control can be done in multiple points.
But you should control access homogeneously.

6.3.4.2. do i need to create a custom permission?

jGuard can handlein its authorization system, any Permission subclasses. It provides also aconvenient
Permission to represents access to URL: URLPer mi ssi on .

s0, if your resources can only be accessed by HT TP(through a navigator for example), you should use
the jGuard URLPer ni ssi on. Otherwise,you have to create your own Permission implementation,
or use some permissions implementations provided by the Javaj2se platform like :

» Permissions available on Java 1.4.2 and higher

AllPermission [http://java.sun.com/j2se/1.4.2/docs/api/javalsecurity/AllPermission.html]

AudioPermission [http://java.sun.com/j2se/1.4.2/docs api/javax/sound/sampled/
AudioPermission.html]

AuthPermission [http://java.sun.com/j2se/1.4.2/docs/api/javax/security/auth/
AuthPermission.html]

AWTPermission [http://java.sun.com/j2se/1.4.2/docs api/javalant/ AWTPermission.html]
BasicPermission [http://java.sun.com/j2se/1.4.2/docs/api/javalsecurity/Basi cPermission.html]

DelegationPermission [http://java.sun.com/j2se/1.4.2/docs/api/javax/security/auth/kerberos/
DelegationPermission.html]

LoggingPermission [http://java.sun.com/j2se/1.4.2/docs/api/javalutil/logging/
L oggingPermission.html]

FilePermission [http://java.sun.com/j2se/1.4.2/docs/api/javalio/FilePermission.html]

NetPermission [http://java.sun.com/j2se/1.4.2/docs/api/java/net/NetPermission.html]
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* PrivateCredential Permission [http://java.sun.com/j2se/1.4.2/docs/api/javax/security/auth/
PrivateCredential Permission.html]

« PropertyPermission [http://java.sun.com/j2se/1.4.2/docs/api/javalutil/Property Permission.html]

» ReflectPermission [http://java.sun.com/j2se/1.4.2/docs api/javall ang/reflect/
ReflectPermission.html]

¢ RuntimePermission [http://java.sun.com/j2se/1.4.2/docs api/javallang/
RuntimePermission.html]

e SQLPermission [http://java.sun.com/j2se/1.4.2/docs/api/javalsgl/SQL Permission.html]

e SSLPermission [http://java.sun.com/j2se/1.4.2/docs/api/javax/net/ssl/SSL Permission.html]

* SecurityPermission [http://java.sun.com/j2se/1.4.2/docs/api/javalsecurity/
SecurityPermission.html]
 SerializablePermission [http://java.sun.com/j2se/1.4.2/docs api/javaliol

SerializablePermission.html]

* ServicePermission [http://java.sun.com/j2se/1.4.2/docs api/javax/security/auth/kerberos/
ServicePermission.html]

» SocketPermission [http://java.sun.com/j2se/1.4.2/docs/api/javalnet/SocketPermission.html]

* UnresolvedPermission [http://java.sun.com/j2se/1.4.2/docs/api/javalsecurity/
UnresolvedPermission.html]

» Permissions available on Java 1.5.0 and higher

* ManagementPermission [http://java.sun.com/j2se/1.5.0/docs api/javallang/management/
ManagementPermission.html]

» MBeanPermission [http://java.sun.com/j2se/1.5.0/docg/api/index.html]

* MBeanServerPermission [http://java.sun.com/j2se/1.5.0/docs/api/javax/management/
M BeanServerPermission.htmi]

e MBeanTrustPermission [http://java.sun.com/j2se/1.5.0/docs api/javax/management/
MBeanTrustPermission.html]

* SubjectDelegationPermission [http://java.sun.com/j2se/1.5.0/docs api/javax/management/
remote/ SubjectDel egationPermission.html]

» Permissions available on Java 1.6.0 and higher

* WebServicePermission [http://java.sun.com/javase/6/docs/api/javax/xml/ws/
WebServicePermission.html]

6.3.4.3. Resources and Permissions relationships

In most cases,Access/use of resources, are "translated” in Java by instantiation of objects, or execution
of methods : indirectly,it's these constructors/methods that you want to protect. In Java (i.ein the Java
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platform or in custom code),Resource protect "themselves' against misuse: the corresponding method
involved, createtherelated permission which will decideif access should be granted. If your resourceis
designed by the Class Resource, and like no provided permissions are suitable to protect your resource,
you will have too create aResour cePer m ssi on. Hereis an example of the Resource class:

public class Ressource{
private String ressourceNanme = null;

public Ressource(String nane)throws SecurityException{
thi s.ressourceNane = nane;
AccessControl | er. checkPer m ssi on( new

Ressour cePer m ssi on(thi s. ressourceNane, “create"));

}

public void inactivateRessource(Collection coll)throws
SecurityExcepti on{

AccessControl | er. checkPer m ssi on( new
Ressour cePer m ssi on(thi s.ressourceNang, "i nactivate"));

//inactivation code executed only if the user which calls this
code has got the rights

per m ssi ons

public void updat eRessource(Col |l ection coll)throws
SecurityExcepti on{

AccessControl | er. checkPer m ssi on( new
Ressour cePer m ssi on(t hi s. ressourceNane, "update"));

//updat e code executed only if the user which calls this code has
got the rights perm ssions

the 'magic' code

AccessControl | er. checkPerm ssi on(new RessourcePermission(...));

will invoke a JAAS mechanism to automatically check if the user has got the right
permission; otherwise, it will throw a SecurityException. Access Control is delegated to
the ResourcePermission. A protected resource can be any kind of resource, like a physical
resource (a file), but although a LOGICAL resource like a Debt, a pizzaService(??).... Note
that AccessControl | er.checkPerm ssion(....)will always check access, also when
the securityManager is not set. When the default securityManager is set, it delegates all the
permission checks to AccessController. But if a custom SecurityManager is set, if you call the
checkPer ni ssi on from the SecurityManager, you are not sure that the AccessController class
will be called(it's the choice of the SecurityManager custom implementation). So,for backward
compatibility, and to enable access control only when the securityManager is set, you can replace

AccessControl | er. checkPer m ssi on

by:
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SecurityManager sManager= Security. get SecurityManager();
i f(sManager != null)
sManager . checkPer m ssi on( new Ressourcepermi ssion(...));

}

Note

if you don't need an overall global Security, jGuard provides al ocal mode. So, the
security isnot at the VM level (the JVMmode), but only at the classL oader level. i.e, only
code loaded by the classloader is handled by another AccessController implementation
from jGuard (formerlyl ocal AccessCont rol | er). Thisl ocal mode securize your
webapp if your application server is configured in the official jeeway (par ent | ast
classloader loading strategy). So, to be sure to handle a security check from the right
accessController in use, you haveto usethe AccessCOntrol | er Ut i | s class.

AccessControl l erUtils. checkPerm ssi on(Subj ect
your Subj ect, Per m ssi on your Per mi ssi on);

6.3.4.4. implement your own permission: some rules to follow

if you need to protect a resource( hot mapped by any Permission implementations described on top
of this page), you have to create your own permission. To do it, you have to extends Permission.
Permissions are often created by the resources to protect. So, this resource will give to the Permission
the needed informations to 'qualify' the permission, to know what's the caller thread want to do.
Permission qualifies actions needed on the Resource, and decides if the needed permission is
compatible with the Permissions owned by the calling thread.

Caution

onegood security practiceistodeclaref i nal your new Permission class, to avoid anyone
to subclass it and change its mechanism.

6.3.4.4.1. Permission abstract class
here are the methods you need to implements.
e Perm ssion(String nane)

Permission [http://java.sun.com/j2se/1.4.2/docs/api/javalsecurity/Permission.html] abstract classto
extend,implies a Constructor with a name to identify the Permission.

* bool ean equal s(bj ect obj)

this method must be implemented in your subclass. Its goal isto test equality of Permissions of the
same type, and NOT implies another permission; a dedicated implies method do that.

e« String getActions()

this method must be implemented in your subclass. If you use an additional 'actions' parameter, you
will return it; otherwise, return an empty string("").In our example, the class Resource give to the
RessourcePermission a name and one action String which can be "create","inactivate" or "update”.

e int hashCode()
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this method must be implemented in your subclass.
e bool ean inplies(Perm ssion perm ssion)

this method is used when JAAS checks that the calling thread (in most cases the user),has got one
permission or morewhich impliesthisone. So, all your custom codeto know if the permission of the
caller implies this one should be placed here. This method is the main difference between multiple
Permission implementations.

6.3.4.4.2. BasicPermission

it existsasubclass of Permission calledBasicPermission [??7], which providesaconvenient mechanism
to guards some simple Resources. It provides also one more constructor with two String(name and
actions).

6.3.5. Negative permissions

6.3.5.1. positive permissions mechanism

When a user or a library tries to access to a resource, Java enforces a check against a
permission specified by the resource : the resource calls the checkPer mi ssi on method of the
AccessCont rol | er classwith the chosen permission.

Per mi ssi on nyPerm ssion = new
MyPer mi ssi on( per m ssi onNang, per m ssi onActi ons) ;
AccessControl | er.checkPerm ssi on(nyPerm ssion);

Note that the resource can cal the checkPermission method of the SecurityManager ,
which will delegate check to AccessController if it is set. So, the only difference is that
AccessController.checkPermission will always do the check, although if the SecurityManager flag is
not set. The SecurityManager will do thecheck only if itisset, and will delegateit to AccessController.

Per m ssi on nyPerm ssion = new
MyPer mi ssi on( per m ssi onNane, per m ssi onActi ons);
SecurityManager securityManager = System get SecurityManager();
if (securityManager != null) {
securityManager . checkPer m ssi on( myPer m ssi on);

}

this call verifies that the user / library contains one or more permissions implied by this permission.
If that's true, access is granted. One permission is necessary to grant access, although if all others are
not implied by the permission which guard the resource.

Note
by default, jGuard use positive permissions
6.3.5.2. negative permissions mechanism

negative permissions is set in the web application, by including in you web.xml file this parameter:

<cont ext - par an>
<par am nane>negat i vePer mi ssi ons</ par am nanme>
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<par am val ue>t r ue</ par am val ue>
</ cont ext - par an>

this mechanism grant access if no permission implies the checked permission . If one or more
permission imply the requested permission, access will NOT be granted. Access will be blocked. So,

if one permission(or more) of the user (or library) implies the checked permission, it acts as aveto
[http://en.wikipedia.org/wiki/V eto].

6.3.5.3. mixing positive and negative permissions

this mechanism is not yet available. This mechanism can be useful in some cases, but maybe implies
abigger complexity in managing your application. This mechanism will be added if some usersask it.
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Chapter 7. Which Access Control model is the best
solution to manage security?

jGuard uses an ABAC access control model.

Hereisalist of the different Access Control Models:

7.1. Discretionary Access Control (DAC)

the main disadvantages of this model are:
 lossof flexibility
* security isdiscretionary, not central

according to the Computer Security resource center of the NIST(US),~~ DAC isused to control access
by restricting a subject's access to an object. It is generally used to limit a user's access to afile.

n thistype of access control it isthe owner of the file who controls other users accesses to the file.~~
Thistype of Access Control isgenerally used in UNIX systems. This mechanism can be used with the
help of Access Control Lists (ACL), which alows assignment of permissions to users which are part
of the group of the owner, or other users. This access control is not very flexible for medium or large
organization which have many users. This mechanism has the following issues: If the user quits the
organization, many security operations are needed, to assign the same authorization to the new user;
and this system assumes that the user is not malicious, because the user owns the resource, and can do
whatever he wants with it, including granting access to to everyone. It can be abig security hole. This
mechanism is not suitable for an advanced security system. To reflect these conclusions,and to prove
that UNIX systems are not all bound to this old mechanism,you can point to:

* the Solaris RBAC system [http://www.samag.com/documents/s=7667/sam0213c/0213c.htm)]
introduced since Solaris 8 (Solarisis a UNIX system shipped by SUN™)

 the gr-security [http://www.grsecurity.net/] security system for Linux which also add RBAC
features to the Linux kernel

7.2. Mandatory Access Control (MAC)

In Mandatory Access Control models,Subjects(users) receive a clearance label and objects receive a
classification label, also referred to as security levels. No users can do operations on objectsthat are not
permitted by the administrator which has configured the system. This system remove the discretionary
aspect of the DAC model, to centrally control operations on objects made by users. But this system
has got the disadvantage to not be flexible: access rights are defined for each users;this mechanism
implies many administrative operations, when by example a user replace another one to afunction in
the organization.

7.3. Role Based Access Control (RBAC)

many informations comes from this RBAC draft [http://csrc.nist.gov/rbac/rbacSTD-ACM.pdf]
provided by the NIST.
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RBAC features are divided into 4 components:
* CoreRBAC

this part is sub-divided into 6 parts:

* relations between users, roles, permissions

the main principle of RBAC, is that users are assigned to roles(principals),permissions are
assigned to roles, and acquires permissions by being members of roles. RBAC has go a great
flexibility: user-role and permission-role relations are many-to-many, i.e a user can have many
roles, and arole can be assigned to many users; and a permission an be assigned to many roles,
and arole can have many permissions.

« administrative functions

RBAC impliesfor administration tasks, to provide the way to know which users has got a specific
role, and which roles has got auser. The same administrative function can be done between roles
and permissions.

e USer sessions

core RBAC includes the concept of user sessions, which permit activation and deactivation of
roles owned by users.

 user and multiple roles

auser (which ownsmultiplesroles) can be ableto simultaneously exercise permissions of multiple
roles. Some security products handle multiples roles or groups in their mechanism, but cannot
exercise permissions of multiplesroles at the same time!

 centrally administering security

 principle of least privilege
* hierarchical RBAC

RBA C recognises two types of hierarchies:

 general hierarchy with support of multiple inheritance

« limited hierarchy without support of multiple inheritance
» Static separation of duty (SSOD)

This principle permits to avoid conflict of interest. It consists of constraints added to the user-role
assignment, which prevents some roles to be added to users which have got some others roles.The
standard only specifies constraints on roles, but it can be useful to put constraint on permissions,
or operations on protected resources.

e Dynamic separation of duty (DSOD)

Dynamic separation of Duty is an extension because it implies a separation of duty acrossthe user's
session.
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7.4. Attribute Based Access Control (ABAC)

ABAC permits to resolve access control decisions on role, and permissions like in the RBAC model,
but also on user attributes. Since jGuard 1.0.0, we permit to include in permissions (see contextual

permissions) and roles(see dynamic role definition) some variables referencing user attributes. So,
ABAC model stands on RBAC model, and enhance its flexibility.
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Chapter 8. Glossary

permission

principal
subject
organization

domain

RBAC
ABAC
DAC
MAC

credential

permission isthe right to execute an action on aresource, like access
to a page, update an account...

role
user
entity which grnats the user to operate on the application

permission's set used to regroup some features of your application
(CRUD operations for Invoice and so on...)

Role Based Access Control
Attribute Based Access Control
Discretionary Access Control
Mandatory Access Control

security attribute owned by the user: personal information like name,
password, socia security number
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Chapter 10. jGuard and standalone applications

joguard-swing-example™ hasto be run with the Secur i t yManager activated, unlike jguard-struts-
example™ that can run with or without it. jguard-swing-exampleisavery basic demonstration of what
jGuard™ can do to secure standal one applications. It simply triesto read afile with the rights granted
to the connected user. To use jGuard, we must configure the authentication part and the authorization
part. The authentication part do not use full jGuard implementation. We keep the Sun™ Configuration
implementation to define the loginModules. We will use ajGuard loginModule to set the principals
through a XML file. On the other hand, the authorization part is full jGuard.

10.1. Java SecurityManager

to activate the securityManager, you have either:
« to launch your standal one application with this parameter:

-D ava. securi ty. manager

 or set ajava.lang.SecurityManager programmatically:

//we test if there is a SecurityManager in place
SecurityManager sm = System get SecurityManager();
if (sm==null){
Syst em set Securi t yManager (new SecurityManager());
}

10.2. configure Java security

10.2.1. java. security

j ava. securi ty fileisthe master security configuration file; all security settings (authentication
and authorization) stands on it. It is located in ${j ava. horme}/ | i b/ security/ . To instal
jGuard, you have to:

o verify that | ogi n. configuration. provi der (the
j avax. security.auth.login. Configuration implementation in place) is set to

com sun. security. auth. | ogin. ConfigFil e, i.e the default implementation shipped
with the VM.

« reference the relatedSUN ™'s authentication configuration file :

modify the property login.config.url.1l and set it to
login.config.url.1=file:///jguard-sw ng-exanpl e/ conf/
java.login.config

« reference jGuard Authorization mechanism:

modify the property policy. provi der and set it to
policy. provi der=net.sf.jguard. ext.authorization. policy.classic.SingleAppP

10.2.2. configure theSUN™'s authentication configuration file

* create ajava.login.config file containing the following entries:
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your _appl i cati on_nane{
net.sf.jguard. aut henti cation. | ogi nnodul es. Xm Logi nMbdul e
REQUI RED
fil eLocation="path_to/jGuardUsersPrincipals.xm"
debug=true ;
}
Caution

Pay  attention to the position of the semicolons. Go to
javax. security.auth.login.Configuration  Javadoc [http://
java.sun.com/j2se/1.4.2/docs/api/javax/security/auth/l ogin/Configuration.html] for
more information about configuration file format.

 create the file JGuar dUser sPri nci pal s. xm you've defined in fileLocation options in
java.login.config
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Example 10.1. JGuardUser sPrincipals.xml example

<?xm version="1.0" encodi ng="| SO 8859-1" standal one="no"?>

"j GuardUser sPrinci pal s_1. 00. dtd" >

<! DOCTYPE user sPrinci pal s SYSTEM

<user sPri nci pal s>
<princi pal s>
<princi pal >
<nanme>adm n</ nanme>

<cl ass>net . sf.jguard. core. princi pal s. Rol ePrinci pal </ cl ass>

appl i cati onNanme>

<appl i cati onNanme>j Guar dSwi ngExanpl e</

</ princi pal >
<princi pal >
<nane>guest </ name>

<cl ass>net . sf.jguard. core. princi pal s. Rol ePri nci pal </ cl ass>

appl i cati onNanme>

<appl i cati onName>j Guar dSwi ngExanpl e</

</ princi pal >

</ princi pal s>

<user s>

<user Tenpl at e>

<name>def aul t </ name>

<privat eRequi redCredenti al s>

<cr edTenpl at el d>l ogi n</ credTenpl at el d>
<cr edTenpl at el d>passwor d</ cr edTenpl at el d>
</ privat eRequi redCredenti al s>

<publ i cRequi r edCredenti al s>

<credTenpl at el d>f i r st nane</ cr edTenpl at el d>
<cr edTenpl at el d>| ast nane</ cr edTenpl at el d>
<credTenpl at el d>| ocati on</ credTenpl at el d>
</ publ i cRequi r edCr edenti al s>
<privateOptional Credenti al s>

<credTenpl at el d>count ry</ credTenpl at el d>
<credTenpl at el d>rel i gi on</ credTenpl at el d>
</ privateOptional Credenti al s>

<publ i cOpti onal Credenti al s>

<cr edTenpl at el d>hobbi es</ cr edTenpl at el d>
</ publ i cOptional Credenti al s>

<generi cPrinci pal s>

</ generi cPrinci pal s>
<specificPrinci pal Factori es>

</ speci ficPrinci pal Factori es>

</ user Tenpl at e>

<user >

<privateCredential s>

<credenti al >

<i d>l ogi n</i d>

<val ue>admi n</ val ue>

</ credential >

<credenti al >

<i d>passwor d</i d>

<val ue>adm n</ val ue>

</credential >

</ privateCredenti al s>

<publ i cCredenti al s>
<credenti al >

<i d>firstnane</id>
<val ue>Ri ck</ val ue>
</ credential >
<credenti al >

<i d>| ast nane</i d>
<val ue>Danger ous</ val ue>
</credential >
<credenti al >

<i d>l ocati on</i d>
<val ue>Pari s</ val ue>
</ credenti al >

=
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10.2.3. configure Java authorization

this configuration file is specific to the default Policy mechanism provided bySUN™, and followed
by al VM vendors. java.policy islocated in ${ j ava. hore}/ | i b/ security/ . If you usethe
default Policy, you have to include for the jguard-swing-example the following permissions to the
j ava. poli cy file

grant codeBase "file:/<eclipse-workspace>/jguard-sw ng-exanpl e/ eclipse-bin/-" {

perm ssion java.util.PropertyPerm ssion "l og4j.defaultlnitOverride",

"read";
permi ssion java. util.PropertyPerm ssion "l og4j.configuration”,
"read";
permi ssion java.util.PropertyPerm ssion "l og4j.configuratorC ass",
"read";
perm ssion java.util.PropertyPerm ssion "l og4j.ignoreTCL", "read";
permi ssion java.util.PropertyPerm ssion "l og4j.debug", "read";
perm ssion java. util.PropertyPerm ssion "l og4j.configbDebug”, "read";
perm ssion java. util.PropertyPerm ssion
"javax. xm . par sers. Docunent Bui | der Factory", "read";
permi ssion java.util.PropertyPerm ssion "user.dir", "read";

permi ssion java.awt. AWPer m ssi on "showW ndowW t hout War ni ngBanner " ;
permi ssion java.awt. AWPer mi ssi on "accessEvent Queue";
perm ssion java.awt. AWPer m ssi on "accessd i pboard”;

permission java.io.Fil ePerm ssion "<M2_REPQ>/| 0g4j /| og4j/1.2.12/
log4j-1.2.12.jar", "read";

perm ssion javax. security. aut h. Aut hPerm ssi on

"creat eLogi nCont ext . j Guar dSwi ngExanpl e";
perm ssion javax.security.auth. PrivateCredential Perm ssion
"net.sf.jguard. core. aut henti cation. credenti al s. JGuar dCr edent i al
net.sf.jguard. core. principal s. Rol ePrincipal "*"", "read";
perm ssion javax.security. auth. Aut hPerm ssion "nodi fyPrincipal s";
perm ssion javax. security. aut h. Aut hPerm ssi on

"modi fyPrivateCredenti al s";
perm ssion javax.security. auth. Aut hPerm ssi on

"modi fyPubl i cCredenti al s";

perm ssion java.lang. Runti mePerm ssion "nodi fyThreadG oup";

b
grant codeBase "file:/<eclipse-workspace>/jguard-ext/eclipse-bin/-" {

perm ssion java. util.PropertyPerm ssion

"net.sf.jguard. application. nane", "read";
perm ssion java. util.PropertyPerm ssion
"com sun. managenent . j nxrenot e. | ogi n. confi g", "read";
perm ssion java.util.PropertyPerm ssion "org.domdj.factory", "read";
perm ssion java. util.PropertyPerm ssion
"org.domdj . Docunent Fact ory. si ngl eton. strategy", "read";
permi ssion java.util.PropertyPerm ssion "org.saxpath.driver", "read";

perm ssion java. util.PropertyPerm ssion
"org.domdj . QNane. si ngl eton. strategy”, "read";

permi ssion java.util.PropertyPerm ssion
"org.domdj . QNane. si ngl eton. strategy”, "read";

perm ssion java.io.FilePerm ssion "\\confj GuardUsersPrinci pal s. xm ",
"read";
perm ssion java.io. Fil ePerm ssion "<eclipse-workspace>/jguard-sw ng-
exanpl e/ conf/j GuardUser sPrinci pal s. xm ",
"read";
perm ssion java.io. Fil ePerm ssion "<eclipse-workspace>/jguard-sw ng-
exanpl e/ conf/j GuardUser sPri nci pal s_1. 00. dt d",
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"read";

perm ssion javax.security.auth. PrivateCredential Perm ssion
"net.sf.jguard. core. aut henti cation. credenti al s. JGuar dCredenti al
net.sf.jguard. core. principals.Rol ePrincipal "*"","read";
perm ssion javax. security.auth. Aut hPerm ssion "nodi fyPrincipal s";
perm ssion javax.security. aut h. Aut hPerm ssi on

"modi fyPrivateCredenti al s";
perm ssion javax.security. auth. Aut hPerm ssi on

"modi f yPubl i cCredenti al s";
b

grant codeBase "
file:/<eclipse-workspace>/jguard-core/eclipse-bin/-" {

perm ssion javax.security.auth. PrivateCredential Perm ssion
"net.sf.jguard. core. aut hentication. credenti al s. JGuar dCredenti al
net. sf.jguard. core. principal s. Rol ePrincipal "*"", "read";
perm ssion javax.security. auth. Aut hPerm ssion "nodi fyPrinci pal s";
perm ssi on javax. security. aut h. Aut hPer m ssi on

"modi fyPrivat eCredenti al s";
perm ssion javax.security. aut h. Aut hPerm ssi on

"modi fyPubl i cCredenti al s";
b

grant codebase "file:/<M2_REPO>/-" {

perm ssion java. util.PropertyPerm ssion
"org. apache. xer ces. xni . par ser. XM_Par ser Conf i gur ati on",
"read";
permi ssion java.util.PropertyPerm ssion "java. hone", "read";
perm ssion java. util.PropertyPerm ssion
"org.domdj . QNane. si ngl eton. strategy", "read";

perm ssion java.io.FilePerm ssion "<JDK HOVE>/jre/lib/
xerces. properties", "read";

permi ssion java.io. Fil ePerm ssion "<eclipse-workspace>/jguard-sw ng-
exanpl e/ ecl i pse-bin/l og4j.xm",

"read";

permi ssion java.io. FilePerm ssion "<JDK HOVE>/jre/lib/
xerces. properties", "read";

permi ssion java.io. FilePerm ssion "<M2_REPC>/10g4j/10g4j/1.2.12/
log4j-1.2.12.jar", "read";

perm ssion java.io. FilePerm ssion "\\confj GardUsersPrincipals.xm",

"read";

be

replace <eclipse-workspace>,<M2_REPO> , <JIDK_HOME> by your own values.
10.2.4. Configure j ava. | ogi n. confi g

e openj ava. |l ogi n. confi glocatedin/ j guar d- swi ng- exanpl e/ conf/

« modify aut henti cati onXm Fi | eLocat i on property as/ / j guar d- swi ng- exanpl e/
conf/j GuardUsersPrinci pal s. xm

10.2.5. Configure j Guar dPri nci pal sPer m ssi ons. xmi
« open jGuardPrincipal sPermissions.xml located in /jguard-swing-exampleconf/

» modify the FilePermission in the full domain to point to an existing file
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10.2.6. Create a new run configuration on jguard-swing-example

Add asa VM argument the following (replace M2_REPO and eclipse-worskpace)

Xboot cl asspat h/ a: <M2_REPC>/ j guard/j guard-core/ 1. 0. 3/j guard-core-1.0.3.jar

- Xboot cl asspat h/ a: <M2_REPC>/ j guar d/ j guar d- ext/ 1. 0. 3/ j guar d-
ext-1.0.3.jar

- Xboot cl asspat h/ a: <M2_REPC>/ | og4j /1 0og4j/1.2.12/10g4j-1.2.12.jar

- Xboot cl asspat h/ a: <M2_REPC>/ don¥j / dom¥j /1. 6. 1/ dom4j - 1. 6. 1. j ar

- Xboot cl asspat h/ a: <M2_REPGC>/ j axen/ j axen/ 1. 1- bet a- 6/ j axen-1. 1-
beta-6.j ar

- Xboot cl asspat h/ a: <M2_REPC>/ cormons- | ang/ conmons- | ang/ 2. 1/ conmons-
lang-2.1.jar

- Xboot cl asspat h/ a: <M2_REPC>/ ehcache/ ehcache/ 1. 1/ ehcache- 1. 1. j ar

- Xboot cl asspat h/ a: <M2_REPC>/ commons- j ex| / commons-j ex| / 1. 0/ conmons-
jexl-1.0.jar

- D ava. securi ty. manager

-Dnet. sf.jguard. policy.configuration.file=<eclipse-workspace>/jguard-
swi ng- exanpl e/ conf/j Guar dPol i cy. xm

-D ava. security. debug=access: failure

10.2.7. Run
* log withadm n/ admi n, try to read the file you Set
inj Guar dPri nci pal sPerm ssi ons. xm : It succeeds.
* log withguest / guest , try to read the file you set
inj Guar dPri nci pal sPerm ssi ons. xni : It fals.
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11.1. required libraries

Java 5 (also known as 5.0) or higher

JEE 4(also known as j2ee 1.4) or higher
¢ jguard-core.jar
* jguard-ext.jar

¢ jguard-jeejar
11.2. integrate jGuard in your Struts™ web application

11.2.1. configuration files
11.2.1.1. configure the technology anchor

the technology anchor used in a Struts web aplication is a javax.servlet.Filter
implementation called net . sf. jguard. j ee. authentication. http. AccessFilter.

To restrict all protected resources, declaration must be located at the top of the servlet filters list in
web. xni . The related filter-mapping should map all of the Struts protected resources. You do NOT
haveto include the following in the protected resources set: images, CSS, javascript files, and soon.....

<filter>
<filter-name>AccessFilter</filter-name>
<descri ption>access filter</description>
<filter-
class>net.sf.jguard.jee.authentication. http. AccessFilter</filter-class>
<i nit-paranr
<par am nane>confi gurati onLocati on</ par am nane>
<par am val ue>/ WEB- | NF/ conf/j Guard/j GuardFi | t er. xnml </ par am val ue>
</init-paran>
</filter>
<filter-mppi ng>
<filter-name>AccessFilter</filter-name>
<url -pattern>*.do</url -pattern>
</filter-mappi ng>

AccessFil t er configuration in the web. xm file requires to specify the location of the
j QuardFi | ter.xm filelikein any technology anchor.

11.2.1.2. configure authentication and authorization parts

in a web environment,very frequently the java security is not set via a SecurityManager.so,
jGuard needs to be installed smoothly and configured at webapp startup. this is done
with a dedicated j avax. servl et. Servl et Cont ext Li st ener implmeentation called
net.sf.jguard.|isteners. ContextListener. This implementation will reference
the technology-agnostic configuration files called j Guar dAut henti cati on. xm and
j Quar dAut hori zati on. xmi .
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Example 11.1. configure jGuard initialization at web application startup

<cont ext - par an>

<par am nane>aut henti cati onConfi gur ati onLocat i on</ par am nane>

<par am val ue>/ VEB- | NF/ conf /j Guar d/ j Guar dAut henti cati on. xm </
par am val ue>

</ cont ext - par an>

<cont ext - par an>

<par am nane>aut hori zati onConfi gurati onLocat i on</ par am nane>

<par am val ue>/ VEB- | NF/ conf /j Guar d/ j Guar dAut hori zat i on. xm </
par am val ue>

</ cont ext - par an>

<listener>

<listener-class>net.sf.jguard.|isteners. ContextListener</
l'i stener-cl ass>

</listener>

11.2.1.3. configure aut henti cati onBi ndi ngsFactory and Aut hori zati onBi ndi ngs
implementations

If no one are defined,
net.sf.jguard.jee.authentication. http.HtpServl etauthenticati onBi ndi ngsFact:
and net.sf.jguard.|ee.authorization. HtpServletAuthorizationBi ndi ngs

are used. Those are specific to any HttpServlet-based framexork like Struts.

to define the implementations used, you have to declare them in the init parameters of the technol ogy
ancors. for Struts, you can do it in the web.xml like this:

<cont ext - par an>
<par am nane>aut henti cat i onBi ndi ngsFact or y</ par am nanme>
<par am
val ue>net . sf.jguard.jee.authentication. http. H tpServl et aut henti cati onBi ndi ngsFact ory</
par am val ue>
</ cont ext - par an>
<cont ext - par an>
<par am nane>aut hori zat i onBi ndi ngs</ par am nane>
<par am
val ue>net . sf.j guard.j ee. aut hori zati on. Ht t pServl et Aut hori zat i onBi ndi ngs</ par am val ue>
</ cont ext - par an>

11.2.1.4. configure specific technology settings

to cleanup session related informations when session expires, we configure an HttpSessionListener
implementation called net.sf.jguard.listeners.SessionL istener.
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Example 11.2. configur e the SessionL istener

<li stener>

<listener-class>net.sf.jguard.|isteners. Sessi onLi st ener </
l'i stener-cl ass>

</listener>

11.2.2. example provided with the jGuard distribution

11.3. integrate jGuard in your JSF web application

11.3.1. configuration files
11.3.1.1. configure the technology anchor

to use JSF, you have to decalre some settings in the web.xml file, including declaring the
j avax. f aces. webapp. FacesSer vl et servlet likethis:

<servl et >

<servl et - name>Faces Servl et </ servl et - nane>

<servl et - cl ass>j avax. f aces. webapp. FacesSer vl et </ servl et - cl ass>
<l oad- on- st artup>1</1 oad-on-start up>

</servl et >

the technology anchor used in aJSFweb aplicationisaj avax. f aces. event . Phaseli st ener
implementation called net . sf. j guard. j sf. AccessLi st ener.

JSF configuration is located in af aces- config. xm  file. In this file, you can declare the
AccessLi st ener likethis:

<faces-confi g>
<lifecycle>

<phase-1i st ener>net. sf.jguard.sf.AccessLi st ener</phase-|i stener>
</lifecycle>

11.3.1.2. prevent access to internal JSF resources

a direct access to resource likejsp, xhtml files (if you use facelets™ [https://facelets.dev.java.net/]
) or any other view rendering technology for your sensible resources need to be prevented, and pass
through the AccessLi st ener. To prevent, this, jGuard™ provide a specia servlet filter which
redirect requests against somes unprotected extensions like .jsp , to a protected extension like .faces.
You can declareit in your web.xml file like this:

<filter>
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<I-- prevent direct access to *.jsp by redirecting to .jsf -->
<filter-name>redirectFilter</filter-nanme>
<filter-class>net.sf.jguard.jsf.RedirectFilter</filter-class>
<i nit-paranr

<par am nane>t ar get Ext ensi on</ par am nane>

<par am val ue>. j sf </ param val ue>

</init-paranr

</filter>

<filter-mppi ng>

<filter-nane>redirectFilter</filter-name>
<url-pattern>*.jsp</url-pattern>

</filter-mppi ng>

11.3.1.3. configure authentication and authorization parts

cf section 2.1.2

11.3.1.4. configure aut henti cati onBi ndi ngsFactory and Aut hori zati onBi ndi ngs

implementations

JSF relies internally on the HttpServlet. it can configure authenticationBindingsFactory and
AuthorizationBindings implementations in aweb.xml like this:

<cont ext - par an>
<par am nane>aut henti cati onBi ndi ngsFact or y</ par am nane>
<par am
val ue>net . sf.j guard.j sf. aut henticati on. JSFaut henti cati onBi ndi ngsFact or y</ par am val ue>
</ cont ext - par an>
<cont ext - par an>
<par am nane>aut hori zat i onBi ndi ngs</ par am nane>
<par am
val ue>net . sf.j guard.j sf.authorizati on. JSFAut hori zat i onBi ndi ng</ par am val ue>
</ cont ext - par an>

if no one are defined,
net.sf.jguard.jsf.authentication.JSFauthenticati onBi ndi ngsFactory
and net . sf.jguard.jsf.authorization. JSFAut hori zati onBi ndi ngs are used by
defaullt.

11.3.2. example provided with the jGuard distribution

if no one are defined,
net.sf.jguard.jsf.authentication.JSFauthenticati onBi ndi ngsFactory
and net . sf.jguard.jsf.authorization. JSFAut hori zati onBi ndi ngs are used by
default.

Warning

some special permissions are automatically granted to any  users,
like the configured  AccessDeniedPermission,AuthenticationFailedPermission,
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authenticationSucceedPermission which maps to a JSFPer i ssi on (ending in our
exampole by .jsf). But JSF has got a behavior which implies that a resource (ending for
example by jsf), is an abstract name for a concrete resource like ajsp. Mapping between
abstract and concrete resource is done in the faces-config.xml configuraiton file. but this
mapping can be done:

» by forwarding the call to the jsp (or another view technology) only at the server-side

« by redirecting the call to the client pointing to the view resources directly, with a client-
side and a server-side interaction

this last option implies to grant access in the guest role to some view resources like
thejsp accessDeni ed. j sp if you use this view technology). this requirement has
been applied in the jGuardPrincipa Permissions.xml file from the jguard-jsf-example
webapp, but is not needed in other examples (automatically granted).

11.4. integrate in your DWR web application

11.5. jGuard can manage multiple webapps

[edit] jGuard can manage multiple webapps in the same servlet container. It isolates authentication
and authorization parts of each webapps.

Warning

beware that some application servers, for performance tweaking purpose, do not set
by default the classloader mechanism to the one defined in the JEE specification; they
Sometimes (like jBoss™ 3.x, Websphere™ 5 and 6.0, but not jBoss™ 4.x) set it to the
j2se one, and implies that webapps are not isolated: it can enhance performances, but can
also create some security and stability issues.

11.5.1. Authentication isolation

jGuard's AccessFilter registers automatically authentication part of your web application by its name.
So, two webapps with the same name in two servlet containers, but backed with the same database,
will create a conflict(those two webapps will edit common data). It is planned to permit to tweak this
mechanism by providing a chosen identifier for authentication to be unique, or to share authentication
part across multiple webapps.

11.5.2. Authorization isolation

in Java, policy is set globally for the VM usually. In a JEE application server, multiple applications
are hosted on it, in the same JVM (we don't talk about application server clustering). So, like policy
is very important in the Java architecture, some bad interactions can occurs between multiple web
applications.

if you set the SecurityManager and prevent some webapps with related permissions to not
override the jGuard policy set, al is fine. But frequently, security manager is not set, and multiple
applications need to be securized through JAAS .
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so, since a long time, jGuard ships a Mul ti pl eAppPol i cy, which can handle multiple
applications(each web application, has got an isolated part of the policy ). Each web application set
this MultipleAppPolicy if not present as the VM policy, and register the web application to have an
isolated part of it. This can be set at runtime. Another ‘classic’ way is to define the policy as a Java
parameter when you launch your applications server, but it is tedious if you don't have a very high
security requirement.

jGuard's AccessFilter registers automatically authorization part of your web application by its
classloader, which identify uniquely the web application, according to JEE specifications.

it is planned to permit to tweak this mechanism by providing a chosen identifier for authorization to
be unique, or to share authorization part across multiple webapps.

Sometimes, some other products relies on different policy implementations and need to replace
jGuard policy; also, one requirement to share the policy between multiple web applications (with
MultipleAppPolicy), is to put some jars in the 'shared libraries directory' of your application server:
some developers can think it is either tedious, or not feasible in their IT environment.

jGuard provides a policy (with the 'l ocal ' scope), specific for each web application, which does not interact
with a global policy set on the WM other webapps, can use their own policy (in their 'local’ mode),or use the
'jvm’ scope, and cannot reach this policy: thispolicy is'local’ to the webapp which has set it. thislocal modealso,
does not require any 'shared library directory' mechanism.

11.6. quick start guide

This procedure alows quick instalation of jGuard™ and testing of the | Guar dExanpl e. war
archive provided in the distribution. The j Guar dExanpl e is configured to work with the
XmlLoginModule, Xm Aut hent i cati onManager and theXm Aut hori zat i onManager .

11.6.1. requirements

» java4 (aso known as 1.4) or higher

 jee 3(also known asj2ee 1.3)/servlet 2.3 or higher
11.6.2. steps

» Add thejguard-struts-example.war to your application server (under your ${ CATALI NA_HOVE} /
webapps  directory for TOMCAT™ or ${JBOSS_HOVE}/ server/ Def aul t/ depl oy
forjBoss™)

» Start your application server

* test jGuard with the provided example, at htt p: //127. 0. 0. 1: 8080/ j guard-strut s-
exampl e

Note

There is no requirement by default (the default scopeis | ocal ') to put some jGuard™
archives in the "shared libraries" directory of your application server. there is also no
requirement to edit any java.policy file. All the security is embedded in your webapp.
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11.7. taglibs: Integrate jGuard in your jsp pages
Addst andard. jar,andj stl.j ar inthelib directory and add them to the path.
Note
All the jguard tags support Expression Language (EL).
11.7.1. jguard:authorized

Thetag is used to protect page fragments:

<j guard: aut hori zed uri ="/ nyApplication/ Sw tchToModul e. do?pr ef i x=/f or un&page=/
For unmPanor ana. do" >

this text appears only if you are authorized

</ j guar d: aut hori zed>

The text will be rendered by the jsp, only if your user, has at least one role with permission
to access the uri / myApplication/ Swi tchToModul e. do?pr efi x=/f or um&page=/
For unPanor ama. do It isimportant to note that a fragment is protected with a uri, and not arole.
If you update the role permissions, you have not to change the jsp!!!

11.7.2. jguard:hasPermission
The tag , displays content only if the user has the permission defined with this tag. it supports

any java.security.Permission subclass. the tag is a specialized version of this tag, dedicated to
URL Permission.

<j guar d: hasPer m ssi on cl assNanme="j ava. i o. Fi | ePerm ssi on" nanme="/hone/ nyDi rect ory"
actions="read">
content displayed only if the user has got the specified permission
</ j guar d: hasPer m ssi on>

11.7.3. jguard:hasPrincipal

Thetag, displays content only if the user has arole called like the 'principals value.

<j guar d: hasPri nci pal principal s="adnm n">
hello!! you have got a role called admn
</j guar d: hasPri nci pal >

‘principals' attribute can have 1 or more roles splitted by a comma. 'operator' attribute permits to set
how the tag works with 'roles:

o if " NONE' is set, tag will display contents only if authenticated user hasn't got any roles in the
specified roleSet.

o if " ANY' is set, tag will display contents only if authenticated user has one or more roles in the
specified roleSet.

o if " ALL' isset, tag will display contents only if authenticated user has all roles in the specified
roleSet.

« when the 'operator attribute is not specified, '"ANY" is used by default.
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<j guar d: hasPrinci pal principal s="adnmi n, restricted" operator="NONE">
hel l o!'! you have got neither a role called adm n nor
restricted
</j guar d: hasPri nci pal >

Note

If you change the name of the role, you will update the jsp code, in opposite of the
first tag . So, the tag should be used mostly to protect html links, and should be used
to protect 'functional’ content.

11.7.4. jguard:pubCredential

The tag, display the public credential of a user identified by an "id". If the authenticated user hasn't
got this credential, the tag display the default value if the webapp devel oper use this feature(optional);

otherwise, the tag render "".

<j guar d: pubCredenti al id="nanme" default="noName" />

11.7.5. jguard:privCredential

The tag, display the private credential of a user identified by an 'id'. If the authenticated user hasn't
got this credential, the tag display the default value if the webapp devel oper use this feature(optional);

Otherwise, the tag render "".

<jguard: privCredential id="login" default="default" />

11.8. Integrate jGuard with Servlets and other "web" classes
(Struts Actions, etc.)

11.8.1. Getting the Subject Object

Aut henticationUtils auth=

(Aut henti cationUtil s)request. get Session(true).getAttribute(CoreConstants. AUTHN UTILS);
Subj ect subject = auth.getSubject();

11.8.2. Getting the 'identity' credential

the 'identity’ credential isthe credential(i.e user attribute) which identify uniquely the user.

/1 get the Subject
Aut henticationUtils authUils =

(Aut henti cationUtil s)request.get Session().getAttribute(HttpConstants. AUTH UTILS);
Subj ect subject = authUtils. getSubject();

//get the SubjectTenpl ate
Ser vl et Cont ext context = request. get Session(). get Servl et Context();
Aut hent i cati onManager

am=( Aut hent i cati onManager). cont ext. get Attri but e( Cor eConst ant s. AUTHENTI CATI ON_MANAGER) ;
Subj ect Tenpl at e defaul t Tenpl ate = am get Def aul t Subj ect Tenpl ate();
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JCQuardCredential identityCredential =
Subj ect Uil s.getldentityCredential (subject, defaul t Tenpl ate);

11.9. smooth integration with j2ee security methods

11.9.1.

11.9.2.

11.9.3.

since the 0.70 release, jGuard integrates smoothly with libraries that use "j2ee security methods'
present in the HttpServlietRequest class. this integration is realized through the use of a
HttpServletRequestWrapper, which is transparent for the jGuard user.

String get Renot eUser ()

this method return the identifier of the user.jGuard is looking for the 'login’' credential, firstly in the
public credential set, and if not found, in the private credential set. if thereisno credential called'login,
or if the user hasn't got the permission to grab the private credential 'login’, this method return null.

public class MyDi spat chActi on extends Di spatchActi on{

public ActionForward create(Acti onMappi ng mappi ng, ActionFormform
Ht t pSer vl et Request request,

Ht t pSer vl et Response response) {

String renoteUser= request.get RenpteUser(); Systemout.println("user
login is = "+renoteUser);

}

}

Princi pal getUserPrincipal ()

this method returns a special jGuard™ Pr i nci pal implementation : Subj ect AsPri nci pal .
when you use the get Nane() method of this specia Pri nci pal, it returns a String from a
credential called' nane' , either in the public or private credentia set. if no credential is found, it
returns null. this special Principal permits to grab the Subject object of the user (you can grab it tooin
theHt t pSessi on), withitsget Subj ect () method.

public class MyDi spat chActi on extends Di spatchActi on{

public ActionForward create(Acti onMappi ng nappi ng, Acti onForm form
Ht t pSer vl et Request request,

Ht t pSer vl et Response response) {

Principal principal = request.getUserPrincipal(); String nane=
princi pal . get Nane() ;

System out . println("user name is"+nane);

Subj ect AsPrinci pal sap = (SubjectAsPrincipal)principal; Subject
subj ect = sap. get Subject();

}

}

bool ean i sUserl nRol e(String role)

his methods returnt r ue if the user has got one principal with the related name; otherwise, it returns
fal se.

public class MyDi spatchActi on extends Di spatchActi on{

public ActionForward create(ActionMappi ng nmappi ng, Acti onForm form
Ht t pSer vl et Request request,
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Ht t pSer vl et Response response) { bool ean admi n=
request.isUserlnRol e("adm n");

Systemout.println("user is an admn = "+admn);

}
}

jGuard 2.0.0

74



Chapter 12. securing DWR™ with jGuard™

jGuard 1.0.0 and higher support securization of webapps using DWR1.x. we plan to support also DWR
2.X

12.1. install DWR™ in the webapp

inaclassic way,to install DWR, you have to insert in your web. xm file,aDWR servlet :

Example 12.1. installing DWR in your webapp without jGuard securization

<servl et >
<servl et - name>dwr - i nvoker </ servl et - nane>
<di spl ay- name>DWR Ser vl et </ di spl ay- nane>
<servl et-cl ass>uk.|td. get ahead. dw . DARSer vl et </ servl et - cl ass>
<init-paranp
<par am nane>debug</ par am nane>
<par am val ue>t r ue</ par am val ue>
</init-paranp
<servl et - mappi ng>
<servl et - name>dw - i nvoker </ ser vl et - name>
<url-pattern>/dw/*</url-pattern>
</ servl et - mappi ng>

12.2. DWR. xmi

DWR permits to access directly to beans hosted on the server in the webapp. centra
configuration file isDAR. xm . for example, if you want to permit access to the bean
net . sf.j guard. exanpl e. dwr . Dunty, you have to configureit in DAR. xm likethis:

Example 12.2. dwr . xml configuration example

<! DOCTYPE dwr PUBLI C
"-//Get Ahead Linmited//DTID Direct Web Renoting 1.0//EN'
"http://ww. get ahead. | t d. uk/ dwr / dwr 10. dt d" >

<dwr >

<al | ow>

<create creator="new' javascript="Denmn">

<par am nane="cl ass" val ue="net. sf.j guard. exanpl e. dwr . Dummy"/ >
</ create>

</ al | ow>

</ dwr >

12.3. DWR1Permission ;: a dedicated Permission

jguard 1.0.0 and higher ships a Permission dedicated to DWR 1.x. this permission has got aname and
some parameters, like any subclassof j ava. securi ty. Basi cPer mi si son:

* name
used to put on the permission functional meaning
* parameters

* first parameter
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class of the Creator used to instantiate the related protected beans.

example: uk. | t d. get ahead. dwr . cr eat e. NewCr eat or
 second parameter: the class of the bean to protect

example: net . sf. j guard. exanpl e. dw . Dumy

« third parameter : the method to protect. example: get Hel | o

Example 12.3. part of j] Guar dPri nci pal Per m ssi on. xm

<per m ssi on>
<nanme>dumy</ name>

<cl ass>net . sf.jguard.jee.extras.dw 1. DARLPer m ssi on</ cl ass>
<actions>

<action>uk. | td. get ahead. dwr . cr eat e. NewCr eat or </ acti on>
<action>net. sf.jguard. exanpl e. dw . Dumy</
acti on>
<acti on>get Hel | o</ acti on>
</ actions>
</ per m ssi on>

12.4. DWR1AccessControl

now, we need to link access to Dummy bean via DWR with jGuard. to do that, you have to insert one
more parameter of the DWR servlet configured previoudy like this:

Example 12.4. web.xml with a  gpecial init parameter
uk. | td. get ahead. dw . AccessCont r ol

<servl et >
<servl et - name>dw - i nvoker </ servl et - nane>
<di spl ay- nane>DWR Ser vl et </ di spl ay- nane>
<servl et -class>uk. | td. get ahead. dw . DW\RSer vl et </ servl et - cl ass>
<i nit-paranr
<par am nane>debug</ par am nane>
<par am val ue>t r ue</ par am val ue>
</init-parans
<i nit-parane
<par am nanme>uk. | t d. get ahead. dwr . AccessCont r ol </ par am nanme>
<par am val ue>net . sf.jguard.jee. extras. dw 1. DWR1AccessCont r ol </
par am val ue>
</init-paranmp
</ servl et >
<servl et - mappi ng>
<servl et - name>dwr - i nvoker </ servl et - name>
<url-pattern>/dw/*</url-pattern>
</ servl et - mappi ng>

12.5. what's about jGuard and DWR interactions?

you have to notice that jGuard is linked with the DARLAccessCont rol . it is used to delegate
to jGuard authorization check before the user access via a javascript instruction to the java Bean
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declared in the DWR. xmi file. but you have to configure jGuard to authenticate the user. to do that,
accessKilter hasto be used. so, AccessFi | t er and its mapped URIs(like all struts actions .do) will
be used for Authentication, and authorization checkswith your traditional web framework(for example
Struts). DWR will be used for gjax interactions, and will delegate authorization check to jGuard. so,in
an application hosting Struts and DWR, authentication will be done in a URI ending by *.do, and

authorization checks will be done in uri ending by .do and containing the DWR pattern (see servlet
mappings configured above).
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13.1. requirements

JMX isagreat technology shipped with java 5 standard edition and higher.

JMX isaso shipped with j2ee 1.4 application servers, to expose some of their components.

13.2. what jGuard propose to enhance JMX security
* unified Security

jGuard propose to control IMX remote access with the same underlying mechanism than local java
access, for a better flexibility and security.

« unified authentication

JMX authentication with jGuard only support login/pasword authentication challenge. other IMX
authentications methods like CLIENT-CERT are planned.

» unified authorization

Accesscontrol isonly restricted if you activatetheSecur i t y Manager . Thisrestrictionisput by
javaimplementation and not jGuard.if you don't set the Security Manager, authenticated users will
have accessto ALL MBeans. if you set theSecurity Manager, you will have afine-grained
control on MBeans exposed. these MBeans are protected with MBeanPer ni ssi on . you will
have read operation on them, restrict changes and so on... these MBeanPer ni ssi ons need to be
registered in roles like any other permissions declared in jGuard. only users with roles containing
MBeanPer mi ssi ons will have accessto them. this powerful featureisunique, and only provided
by jGuard.

13.3. How to start a JMXServer secured with JGuard

here is an example how to protect your newly created MBeanServer:

Example 13.1. MBeanServer securization example

//create the MBeanServer
MBeanServer nbs =
MBeanSer ver Fact ory. cr eat eMBeanSer ver (appl i cat i onNane) ;
//create connector's options
Map opt =new HashMap();
opt . put (JMXConnect or Ser ver . AUTHENTI CATOR, new
JQuar dJMXAut henticator());
// create JMXConnect or
JMXConnect or Ser ver
connect or Ser ver =JMXConnect or Ser ver Fact ory. newJMXConnect or Ser ver (url, opt, nbs);
connect or Server.start();
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13.4. How to start your standalone application with an
MBeanServer protected with jGuard

The needed property can be separated into 3 parts :bootclasspath properties, JAAS and IMX related
properties

» The - Xboot cl asspat h properties define which libraries must be loaded by the bootclasspath.
We need to give the JGuard core library and every other libraries used by JGuard during
Si ngl eAppPol i cy and Xm Logi nMbdul e execution.

- Xboot cl asspat h/ a: jguard-core-1.0. 3.jar
- Xboot cl asspat h/ a: coomons-1 ogging_1. 1. 0. j ar
- Xboot cl asspat h/ a: coomons-1 ang-2. 1. j ar
- Xboot cl asspat h/ a: domdj -1. 6. 1. j ar
- Xboot cl asspat h/ a: j axen- 1. 1- bet a- 6. j ar

* JAASand IMX related properties

/1 activate java security
- D ava. securi ty. manager
- Dcom sun. managenent . j nxr enot e. ssl =f al se
- Dcom sun. managenent . j nxr enot e. por t =9004
- Dcom sun. managenent . j nxr enot e. passwor d=f al se

Dcom sun. nanagenent . j nxr enot e. | ogi n. confi g=your _appl i cati on_nane

13.5. how to reach the JMX connector Server

you can reach this connector securized by jguard at thisurl:

service:jnmk:rm://localhost/jndi/rm://rm Regi stryHost:rm Regi stryPort/applicati onNane

13.6. Secure JMX connections with JGuard in standalone
applications

 enablethe IMX agent for local access
you have to set this system parameter when you start JVM:

- Dcom sun. managenent . j nxr enot e

« enable monitoring and management from remote systems
you have to set this system parameter:

- Dcom sun. managenent . j nxr enot e. port =port Num

 password protection for IMX access
password protection is enabled by default. you can define it explicitely with this system parameter:

- Dcom sun. managenent . j nxr enot e. aut hent i cat e=true
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 activate IMX on aWindows™ operating system
Caution

JMX will not run on Windows™ operatiing system, on disk partitions formatted in
FAT32 format. It will only work if the partition you use is formatted in NTFS format.

13.7. securing JMX remote access in webapps with jGuard

13.7.1. activate JMX security in your webapp

in your web.xml file, you have to insert this code:

<cont ext - par an>
<par am nane>enabl eJMX</ par am nane>
<par am val ue>t rue</ par am val ue>
</ cont ext - par an>

13.7.2. optional jGuard JMX-related parameters
* MBeanServer for connector

joguard guard access to MBeans through a connector. you can define which MBeanSer ver will
interact with the connector viathe key mbeanSer ver For Connect or .

if nooneisdefined or if thevalueisnew, it will create a MBeanServer.

<cont ext - par an>
<par am nanme>nbeanSer ver For Connect or </ par am nanme>
<par am val ue>new</ par am val ue>
</ cont ext - par an>

if thevalueisposi ti on#N,itwill usetheMBeanSer ver intheNth positioninthe MBeanServer
list returned by the MBeanSer ver Fact ory.

<cont ext - par an>
<par am nane>nbeanSer ver For Connect or </ par am nanme>
<par am val ue>posi t i on#4</ par am val ue>
</ cont ext - par an>

if the value is MBeanServerName#N., it will use the MbeanServer in the Nth position among the
MBeanServer list which has got this name returned by the MBeanServerFactory.

<cont ext - par an>
<par am nane>nbeanSer ver For Connect or </ par am nanme>
<par am val ue>nyMBeanSer ver Nane#0</ par am val ue>
</ cont ext - par an>

¢ RMI Registry Host

you can define a custom RMI registry host viathe key rmiRegistryHost in your web.xml file. if not
specified, the default value is localhost.

<cont ext - par an>
<par am nanme>r m Regi st ryHost </ par am nane>
<par am val ue>192. 168. 0. 5</ par am val ue>
</ cont ext - par an>
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* RMI registry Port

you can define a custom RMI registry port via the key rmiRegistryPort in your web.xml file. if not
specified, the default value is 9005.

<cont ext - par an>
<par am nane>r m Regi st ryPort </ par am nane>
<par am val ue>9016</ par am val ue>
</ cont ext - par an>
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Chapter 14. jGuard and Object-Relational Mapping
tools

14.1. Overview

since severa years, the use of Object-Relational Mapping frameworks is growing. one of the more
popular oneisHibernate [http://www.hibernate.org]. ORMsframework provides many useful features.
they act asalayer between the object world, and the Database world. the facade of the Database world
is the JDBC Driver. Jguard cannot use hibernate for its purpose, because jGuard persists some JDK
security classes which does not fullfills Hibernate requirements (empty constructor is one of them).
S0, jGuard use the 'classical’ way to persist its objects, with direct access to database through JDBC
Driver or INDI Datasource. but you can use jGuard transparently with any ORM including Hibernate!

14.2. Using jGuard with Hibernate transparently

Hibernate and jGuard create connections with Driver parameters, or Datasource grabbed by JNDI.
S0, they can act on the same database, to manipulate related informations. but how to communicate
each others? the common scope of Hibernate and jGuard is the object scope: informations persisted
by Hibernate and informations persisted by jGuard should communicate only at the object scope,
and not on the SQL scope. jGuard manage users, principals/roles,domains, permissions, which are
linked each others. these objects are very "isolated" in a functional way. so, the most common class
which will linked to others classes(abject navigation), is the user class. remind that CRUD operations
on users, roles, permissions are dedicated to AuthenticationManager and AuthorizationManager
implementations.

14.3. example

if your webapp persists through Hibernate a class called Enterprise, which contains some
users(persisted by jGuard) contained in a Collection, you want to navigate from Enterprise class to
users. the Enterprise Class contains getter for these users. this classis mapped with Hibernate through
an Enterprise.nbm.xml, which contains fields persisted by Hibernate: don't declare the users field in
this configuration file. you will have only to implement the getUsers method like this:

public Collection getUsers() throws Authenticati onManager Excepti on{
return
Aut hent i cat i onManager Fact ory. get Aut henti cati onManager (). get Users();

}
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Chapter 15. Import /Export your security data

15.1. import authentication data

we try to import another AuthenticationManager in the current one.this other AuthenticationManager
can be backed by an XML file(in this example) or a database.

Aut hent i cati onManager ot her Aut hNVanager = new XMLAut henti cati onManager () ;

Map options = new HashMap();
opti ons. put (Cor eConst ant s. APPLI CATI ON_NAME, " nyAppNane") ;
options. put (SecurityConstants. AUTHENTI CATI ON_XM__FI LE_LOCATI ON, "/ hone/
user/nyfile.xm");

ot her Aut hNManager . i nit (options);
//retrieve the current Authenticati onManager
Aut henti cati onManager nyAut hNManager =

Aut hent i cati onManager Fact ory. get Aut henti cati onManager () ;

/linport in the current AuthenticationManager sone data
nyAut hNManager . i npor t Aut hent i cat i onManager ( ot her Aut hNManager) ;

15.2. export authentication data

several methods exist in net.sf.jguard.ext.authentication.manager.AuthenticationUtils class to export
datain XML way.

15.2.1. export your AuthenticationManager as an
XMLAuthenticationManager

any AuthenticationManager implementation can be exported as an XML AuthenticationManager:

Aut hent i cati onManager mnyAut hNManager ;
XMLAut hent i cati onManager nyXm AUt hNVanager =
Aut henti cationUtils. export AsXm Aut hori zati onManager ( myAut hNManager) ;

15.2.2. export your AuthenticationManager as an XML string

Aut hent i cati onManager mnyAut hNManager ;
String nyXm Data =
Aut henti cationUtil s. export ASXM.St ri ng( myAut hNVanager) ;

15.2.3. export your AuthenticationManager as an XML File

Aut hent i cati onManager nyAut hNManager ;
String filelLocation="/hone/data/nyFile.xm";
Aut henti cationUtil s. export AsSXM.Fi | e( myAut hNVanager, fil eLocati on);

15.2.4. export your AuthorizationManager as an HTML form in a stream

Aut hent i cati onManager nyAut hNManager ;
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Qut put St r eam myCut put St ream =
your Ht t pSer vl et Response. get Qut put Stream() ;
Aut henticationUtils.witeAsHTM ( myAut hNManager, nyQut put Strean) ;

15.2.5. export your AuthenticationManager as an XML form in a stream

Aut hent i cati onManager mnyAut hNManager ;
Qut put St r eam myCut put St ream =
your Ht t pSer vl et Response. get Qut put St ream() ;
String encodi ngScheme = your Htt pSer vl et Response. get Encodi ngSchene() ;

Aut henticationUtils.witeAsXM(nmyAut hNvanager, nyQut put St r eam encodi ngSchene) ;

15.3. import authorization data

we try to import another AuthorizationManager in the current one. this other AuthorizationManager
can be backed by an XML file(in this example) or a database.

Aut hori zat i onManager ot her Aut hZManager = new XM_.Aut hori zati onManager () ;

Map options = new HashMap();
opti ons. put (Cor eConst ant s. APPLI CATI ON_NAME, " nyAppNane") ;
options. put (SecurityConstants. AUTHORI ZATI ON_XM__FI LE_LOCATI ON, "/ hore/
user/nyfile.xm");

ot her Aut hZManager . i ni t (opti ons);
/lretrieve current Authorizati onManager
Aut hori zat i onManager nyAut hNMVanager =

Aut hori zati onManager Fact ory. get Aut hori zat i onManager () ;

//inmport in the current AuthenticationManager sone data
nmyAut hN\Vanager . i npor t Aut hent i cat i onManager ( ot her Aut hNVanager) ;

15.4. export authorization data

several methods exist in net.sf.jguard.ext.authorization.manager.AuthorizationUtils class to export
datain XML way.

15.4.1. export your AuthorizationManager as an XMLAuthorizationManager

Aut hori zati onmanager nyAut hZManager ;
XMLAut hori zat i onManager nyXm AUt hZManager =
Aut hori zati onUti | s. export AsXm Aut hori zat i onManager ( myAut hZManager) ;

15.4.2. export your AuthorizationManager as an XML string

Aut hori zat i onmanager nyAut hZManager ;
String nyXm Data =
Aut hori zati onUtil s. export ASXMLSt ri ng( myAut hZManager) ;

15.4.3. export your AuthorizationManager as an XML File

Aut hori zat i onmanager nyAut hZManager ;
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String fileLocation="/hone/data/mnyFile.xm";
Aut hori zationUtils. export AsXM.Fi | e( nyAut hZManager, fil eLocati on);

15.4.4. export your AuthorizationManager as an HTML form in a stream

Aut hori zati onmanager nyAut hZManager ;
CQut put St ream nmyQut put St ream =
your Ht t pSer vl et Response. get Qut put Strean() ;
Aut hori zationUtils.witeAsHTM.( myAut hZManager, nyQut put St r ean) ;

15.4.5. export your AuthorizationManager as an XML form in a stream

Aut hori zati onmanager nyAut hZManager ;
CQut put St ream nmyQut put St ream =
your Ht t pSer vl et Response. get Qut put Strean() ;

String encodi ngSchenme = your Htt pSer vl et Response. get Encodi ngSchene() ;

Aut hori zationUtils. witeAsXM (myAut hZManager, myCQut put St ream encodi ngSchene) ;
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Chapter 16. useful links

16.1. General Security

genera information about RBAC mode [http://www.softpanorama.org/A uthentication/rbac.shtml]

Instance-level access control for business-to-business electronic commerce by R. Goodwin, S. F.
Goh, and F. Y. Wu on IBM web site [http://www.research.ibm.com/journal/sj/412/goodwin.html]

Architectural Patterns for Enabling Application Security by Joseph Yoder and Jeffrey Barcalow
[ http://www.joeyoder.com/papers/patterns/ Security/appsec.pdf]

Access Control (aka Authorization) in Your J2EE Application By Jeff Williams [http://
www.aspectsecurity.com/article/access_control .html]

courses on Cryptography from the University of Washington [http://www.cs.washington.edu/
educati on/courses/csep590/06wi/lectures/]

16.2. Authentication

RFC 2617 - HTTP Authentication: Basic and Digest Access Authentication [http://www.ietf.org/
rfc/rfc2617.txt?number=2617]

RFC 2829 : authentication methods for LDAP [http://www.ietf.org/rfc/rfc2829.txt ?number=2829]

RFC 2797: Certificate Management Messages over CMS [http://www.zvon.org/tmRFC/RFC2797/
Output/index.html]

Authentication methods overview in http/https (french) by Franck Davy [http://www.hsc.fr/
ressources/breves/http_digest.html.fr]

Linux PAM FAQ [http://www.kernel .org/pub/linux/libs/pam/FAQ]

PAM modules by Jennifer Vesperman on linux O Reilly devcenter [http://
www.linuxdevcenter.com/pub/allinux/2001/10/05/PamM odul es.html]

writing PAM modules, Part one by Jennifer Vesperman on linux O' Reilly devcenter [http://
www.linuxdevcenter.com/pub/allinux/2002/05/02/pam_modul es.html]

Linux PAM home Page [http://www.kernel.org/pub/linux/libs/pam/]

Linux-PAM documentation [ttp://www.kernel .org/pub/linux/libs/pam/Linux-PAM-htmi/]
Linux PAM modules available [http://www.us.kernel .org/pub/linux/libs/pam/modules.html]
aJavaRadius Client [http://jradius-client.sourceforge.net/]

certificate  profile  example [http://www.cra-arc.gc.caleservices/pki/ext-cp-digsign-
f.html#P1227_100009]

Making Login Services Independent of Authentication Technologies by Vipin Samar, Charlie Lai
[http://java.sun.com/security/jaas/doc/pam.htmi]

JBoss linux authentication [http://mww.mrchucho.net/index.php?p=36]
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useful links

e RFC 2743:Generic Security Service Application Program Interface Version 2, Update 1 [http://
www.fags.org/rfcs/rfc2743.html]

16.3. Authorization

* Role Engineering and Generic RBAC Theory : explanation of Separation of Duty [http:/
www.softpanorama.org/Authentication/role_engineering.shtml]

16.4. Security in Java

« security code guidelines [http://java.sun.com/security/seccodeguide.html]

e java security architecture [http://www.skywayradio.com/tech/j2sdk141/security/spec/security-
specTOC.fm.html]

e how to veify jar integrity [http://java.sun.com/j2se/1.5.0/docs/guide/security/jce/
HowTolmpl AJCEProvider.html#Mutual Auth]

e Propagating Security context over JMS in  WebLogic [http://jroller.com/page/
maximdim/20050615#propagating_security _context_over_jms]

e JSR 160 Security [http://mx4j.sourceforge.net/docs/ch03s10.html]

 Introduction to Securing Web Applications with JBoss and LDAP [http://www.devel oper.com/
security/article.php/3077421]

 Instance-level access control for business-to-business electronic commerce by R. Goodwin, S. F.
Goh, and F. Y. Wu [http://www.research.ibm.com/journal/sj/412/goodwin.html]

16.5. JAAS related information

« JAAS official web site [http://java.sun.com/products/jaas/]
* JAASFAQ [http://java.sun.com/security/jaas/fag.html]

 "All that JAAS :Scalable Java security with JAAS' article on JavaWorld  [http://
www.javaworld.com/javaworld/jw-09-2002/jw-0913-jaas.html]

« "All that JAAS :Pluggable authentication and authorization services provide many key security
benefits for Java applications' article on JavaPro [http://www.ftponline.com/javapro/2004 06/
magazine/features/’kjones]

e "JREE security: Container versus custom" on Javaworld [ttp://www.javaworld.com/javaworld/
jw-07-2004/jw-0726-security.html]

» "Using JAAS for Authorization and Authentication” by Dan Moore [http://www.mooreds.com/
jaas.html]

e Open source login modules implementations by Andy Amstrong [http://free.tagish.net/jaas/
doc.htmi]

* When "java.policy" Just Isn't Good Enough by Ted Neward [http://www.javageeks.com/Papers/
JavaPolicy/index.html]
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useful links

« Extending JAAS by Guosheng Huang [http://www.sys-con.com/story/?storyid=37699.]

« Extend JAAS for class instance-level authorization by Carlos A. Fonseca [http://www.ibm.com/
developerworks/javallibrary/j-jaad/]

* JAAS related informations dedicated to AS/400 systems. configuration, specific JAAS
implementation... [http://asA00bks.rochester.ibm.com/pubs/html/as400/v4r5/ic2924/infoljaval
rzahaljaashase.htm]

» implementing Security using JAAS and Java GSS-API by Charlie Lai and Seema Malkani [http://
java.sun.com/security/javaone/2003/2236-JA A SIGSS. pdf]

 white paper intitled 'USER AUTHENTICATION AND AUTHORIZATION IN THE JAVA(TM)
PLATFORM" by Charlie Lai, Li Gong, Larry Koved, Anthony Nadalin, and Roland Schemers
[http://java.sun.com/security/jaas/doc/acsac.html]

* JAAS Developer's Guide by SUN [http://java.sun.com/security/jaas/doc/api.htmi]

* JAAS by Bruce A RichJava Security Lead IBM/Tivoli Systems [ftp://ftp.oreilly.com/pub/
conference/java2001/Rich_Jaas.pdf]

e Http Calback classes in SAP library [http://hel p.sap.com/saphelp webas630/hel pdata/
en/6¢/5da94f dd594791bcOf 6bf df ad4d36e/content.htm]

¢ JAAS-compliant authentication-provider using the shadow-password system of Linux. It might also
work for other dialects of Unix. [http://www.bablokb.de/jaas/]

» Java & J2EE Conventions, Guidelines and Best Practices document:JAAS rules [https:.//
jjguidelines.dev.java.net/book/html/apbs08.html]

» Using JAAS and SPNEGO/Kerberos to single sign-on from fat java clients [http://bofriis.dk/
index.html ?http://bofriis.dk/spnego/spnego_jaasclient.html]

« JAAS presentation [http://www.mywelt.net/?0=node/1585]
« al that JAAS from AlBlue'sweblog [http://alblue.blogspot.com/2004/10/all-that-jaas.html]
* JAAS example on tomcat [http://www.kopz.org/public/documents/tomcat/jaasintomcat.htmi]

e Java authorization internals. A guided tour of the Java 2 platform and JAAS authorization
architectures by Abhijit Belapurkar [http://www-106.ibm.com/devel operworks/library/j-javaauth/?
ca=dnt-518]

» Urban code presentations [http://www.urbancode.com/download/presentations/]
» Extending JAAS by Guosheng Huang [http://java.sys-con.com/read/37699.htm]

e Using JAAS in Java EE and SOA Environments by Denis Pilipchuk [http://today.java.net/publ/al
today/2006/09/14/using-jaas-in-ee-and-soa.html]

16.6. java topics which can be interesting for jGuard

 Classworking toolkit: ASM classworking [http://www-128.ibm.com/devel operworks/javallibrary/
j-cwt05125/index.html ?ca=drs-]
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useful links

e Programmatically Signing JAR Files by Raffi Krikorian  [http://www.onjava.com/pub/a/
onjaval2001/04/12/signing_jar.html?page=1]

* instrumentation example (java.lang.instrument package) [http://kumiki.c.u-tokyo.ac.jp/~ichiyamal
cgi-bin/hiki/java.lang.instrument.htmi]
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Chapter 17. FAQ

« How does work authentication in jGuard?
jGuard authenticates users (with the help of JAAS), through a stack of LoginModules.
« How can | configure jGuard to authenticate against an LDAP directory?

jGuard provides some convenient LoginModules, including a JNDI Logi nivbdul e since
jGuard™ 1.0 beta 2. So, the solution is either to use the loginModule provided in the
jGuard distribution, or to use a LoginModule provided by sun directly with the Java Runtime
Environment(JRE). to do it, you have only to declare in the 'loginmodules field this
one: com sun. security. aut h. nodul e. IJndi Logi nMbdul e note that this loginmodule
connect to LDAP through the great abstraction layer calledJNDI. more details can be reached
directly at the corresponding page It exists others L oginM odul e implementati ons which do the same
stuff. the only requirement is only to implements the LoginModul e interface.

¢ How can | configure jGuard to authenticate against a Kerberos system?

you can configure jGuard to authenticate through a Kerberos system. the loginModule to use is the
one provided by sun: com sun. securi ty. aut h. nodul e. Kr b5Logi nMbdul e

« How can | configure jGuard to authenticate against the NT/Unix/Solaris host system?

jGuard can authenticate with any provided LoginModules implementations.
here [http://java.sun.com/j2se/1.4.2/docs/guidel/security/jaas/spec/com/sun/security/auth/modul e/
package-summary.html] are the one provided by Sun.

¢ How can | add database support to the authorization system?

Since the 0.70 release, you have to use the JdbcAut hori zat i onManager and configure it
throughj Guar dConf i gur ati on. xm fileto set theright driver and jdbc settingsin order to and
provide authorization. your dat abaseNane. pr operti es file contains specific sgl queries.

» AccessFil t er automatically triesto log me in as 'guest'.Why should there be a "default" user
in jGuard™? lsn't that a security issue?

jGuard automatically authenticate you as 'guest’ by default. it's not a security issue, but a design
choice.But to fulfills your security requirements, you can configure that guest (unauthorized users),
hasn't got access to your protected pages. how to do it? => configure the 'guest’ role with no
permissions. the guest user will only have access to login page and access denied page(access is
aways grant to these pages).

e Cani create a permission not bound to a Domain?

“1 didn't want to associate adomain to the permission because this permissionisaonein afunctional
point of view. ” All permission must belong to a domain. To solve your problem, it is suitable
to create a 'default’ domain which will regroup "orphan permissions'. but it is not mandatory to
assign this domain to arole (this domain has no "functional meaning"). Y ou will only assign some
permissions of this domain to the role.The reason to aways assign a domain to a permission, is
to be sure that the sum of permissions of all domains contains all the permissions declared in the
application.
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FAQ

« What istherole ofl ogonPr ocessURI ?

| ogonPr ocessURI isthe way jGuard receive credentials through FORM authentication. The
html form which contains your login and password will send this information to this special URI
interecepted by jGuard.jGuard will evaluate them and authenticate you. It will redirect you to the
convenient URI. So, this special URI does not point to a dedicated page.
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